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What are digital assets?

• The Revised Uniform Fiduciary Access to Digital Assets Act (RUFADAA) provides a definition of 
“digital assets” that is useful in most contexts:

• “‘Digital asset’ means an electronic record in which an individual has a right or interest.  The term does 
not include an underlying asset or liability unless the asset or liability is itself an electronic record.”

• “‘Record’ means information that is inscribed on a tangible medium or that is stored in an electronic or 
other medium and is retrievable in perceivable form.”

• “‘Electronic’ means relating to technology having electrical, digital, magnetic, wireless, optical, 
electromagnetic, or similar capabilities.”

RUFADAA § 2(10), (11), and (22).
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Examples of digital assets

• Files containing text, spreadsheets, graphics, or presentation decks

• Image files (photographs, artwork, logos, scanned documents, etc.)

• Video files

• Social media or blog postings and associated images, videos, and files 

• Electronic communication (emails, texts, etc.)

• Virtual currency and other virtual property (used in online communities, games, etc.)

• Cryptocurrency

• Non-fungible tokens

4



Distinguishing digital assets from other assets

• An electronic bank account statement is a digital asset. The bank account is not.

• Emails saved in a user’s email account are digital assets. Emails printed on paper are not.

• An image file of work of art or photo is a digital asset. The copyright in the work of art or photo is 
not.

• A work of art in the form of a digital file minted into a non-fungible token (NFT) is a digital asset.

• A non-fungible token representing a smart contract (or providing evidence of ownership of real 
estate) is a digital asset. The contract (or real estate) is not.

• The postings and followers of a social media “influencer” are digital assets, but the rights to an 
influencer’s name, image, and likeness are not.
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Characteristics of digital assets

• By definition, digital assets are not tangible property, but they are personal property and can 
presumably be owned in the same manner as other personal property (held as a joint tenancy, 
leased for a term of years, held by a trustee in trust, held by a custodian under UTMA, etc.).

• In community property states, are digital assets community property? In other states, are digital 
assets subject to equitable division upon divorce as marital property? Or should the spouse who 
created the digital property have a separate (privacy) interest in digital assets, especially if they 
were created for personal, non-economic use.

• Can digital assets be owned (and bought and sold) by minors?
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Value of digital assets

• Like tangible personal property, digital assets may have only nominal or sentimental value—e.g., 
image files of family photographs; social media postings and related digital files; text files of diaries; 
personal emails.

• Or they may have significant monetary value—e.g., text files of unpublished manuscripts, song 
lyrics, or motion picture scripts; postings and followers of a social media “influencer”; 
cryptocurrency; rare non-fungible token (NFT).

• In 2022, a rare baseball card was sold at auction for a record $12.6 million, and in 2021, a unique 
image file minted as an NFT was sold at auction for a record $69.3 million.
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Digital currency

• Digital currency, also called digital money, electronic money, or electronic currency, is money 
that takes the form of a digital asset.

• Three major categories of digital currency:
• Virtual currency, which is used as a medium of exchange in a specific virtual environment (such as an 

online community or game)—e.g., Robux (in the Roblox online game platform)
• Cryptocurrency, which is used as a decentralized medium of exchange or a store of value and relies on 

cryptography (blockchain) for implementation and record-keeping—e.g., Bitcoin
• Central bank digital currency (CBDC), which is central bank money—i.e., like reserve balances or 

cash—in the form of a digital asset—e.g., digital renminbi (e-CNY)

• Virtual currency is never legal tender. Cryptocurrency is legal tender in only two countries 
(Bitcoin in El Salvador since 2021 and in the Central African Republic since 2022). CBDC is 
legal tender.
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Cryptocurrency

• Since the invention of Bitcoin in 2009, the number and value of cryptocurrencies has surged, but 
prices have been extremely volatile.

• It has been difficult for investors to determine if cryptocurrencies are valuable as investments 
because they are a medium of exchange (a substitute for digital payment systems and cash) or a 
store of value (like gold), or if their value represents a speculative bubble.

• Cryptocurrencies suffer many of the disadvantages of cash—loss, theft, use in criminal enterprises.

• The bankruptcy of FTX has revealed many risks and legal uncertainties for U.S. individuals whose 
cryptocurrency is held by a cryptocurrency custodian. Deposits are not federally insured or even 
treated as property under the Uniform Commercial Code.

• Regulation of cryptocurrencies is uncertain and contested. The SEC has primary jurisdiction if 
they are securities; the CFTC has primary jurisdiction if they are commodities. The Treasury 
Department, IRS, FinCEN, OCC, Federal Reserve, and state regulators are also interested in 
regulation.
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Cryptocurrency

• To be held in investment accounts (under RIA rules and SEC regulations), cryptocurrency must 
be held by qualified custodians. Banks are qualified custodians, but many will not hold 
cryptocurrency. There is a growing interest by trust companies in becoming qualified custodians 
of cryptocurrency.

• In 2020, a Wyoming-chartered public trust company obtained a no-action letter from the 
Wyoming Division of Banking permitting it to provide custodial services for digital assets and to 
consider itself a qualified custodian.

• But holding cryptocurrency is like holding a “briefcase of cash.” The risk to a fiduciary is high.

• Can a fiduciary invest in cryptocurrency under the Uniform Prudent Investment Act? (The 
Department of Labor has questioned the prudence of cryptocurrency investments in retirement 
plans.)
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Non-fungible tokens

• Any digital file (text, image, video, etc.) can be “minted” as a non-fungible token (NFT) on a 
blockchain. (The most popular blockchain for NFTs is Ethereum.)

• The creator of the NFT promises that the NFT is unique or at least rare.

• Like a unique or rare item of tangible personal property, scarcity and proof of ownership are what 
gives an NFT its value.

• NFTs can also contain “smart contracts” that might give the creator a continuing economic 
interest in the NFT.

• NFTs carry many of the same risks of ownership as cryptocurrency.

• Can a fiduciary invest in NFTs under the Uniform Prudent Investment Act?
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Future regulation of digital assets

• In March 2022, President Biden signed an executive order “to establish the first-ever 
comprehensive federal digital assets strategy for the United States.”

• According to the White House, the executive order “will help position the U.S. to keep playing a 
leading role in the innovation and governance of the digital assets ecosystem at home and abroad, 
in a way that protects consumers, is consistent with our democratic values and advances U.S. 
global competitiveness.”

• The recent collapse in the values of cryptocurrency and bankruptcies of companies in the 
cryptocurrency industry has probably altered the future course of regulation in Congress and the 
administration.
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MARCH 09, 2022

Executive Order on Ensuring Responsible Development of
Digital Assets

By the authority vested in me as President by the Constitution and the laws of the United
States of America, it is hereby ordered as follows:

Section 1.  Policy.  Advances in digital and distributed ledger technology for financial services
have led to dramatic growth in markets for digital assets, with profound implications for the
protection of consumers, investors, and businesses, including data privacy and security;
financial stability and systemic risk; crime; national security; the ability to exercise human
rights; financial inclusion and equity; and energy demand and climate change.  In November
2021, non‑state issued digital assets reached a combined market capitalization of $3 trillion, up
from approximately $14 billion in early November 2016.  Monetary authorities globally are also
exploring, and in some cases introducing, central bank digital currencies (CBDCs). 
While many activities involving digital assets are within the scope of existing domestic laws
and regulations, an area where the United States has been a global leader, growing
development and adoption of digital assets and related innovations, as well as inconsistent
controls to defend against certain key risks, necessitate an evolution and alignment of the
United States Government approach to digital assets.  The United States has an interest in
responsible financial innovation, expanding access to safe and affordable financial services,
and reducing the cost of domestic and cross-border funds transfers and payments, including
through the continued modernization of public payment systems.  We must take strong steps
to reduce the risks that digital assets could pose to consumers, investors, and business
protections; financial stability and financial system integrity; combating and preventing crime
and illicit finance; national security; the ability to exercise human rights; financial inclusion
and equity; and climate change and pollution.

Sec. 2.  Objectives.  The principal policy objectives of the United States with respect to digital
assets are as follows:
           (a)  We must protect consumers, investors, and businesses in the United States.  The
unique and varied features of digital assets can pose significant financial risks to consumers,
investors, and businesses if appropriate protections are not in place.  In the absence of
sufficient oversight and standards, firms providing digital asset services may provide



inadequate protections for sensitive financial data, custodial and other arrangements relating
to customer assets and funds, or disclosures of risks associated with investment. 
Cybersecurity and market failures at major digital asset exchanges and trading platforms have
resulted in billions of dollars in losses.  The United States should ensure that safeguards are in
place and promote the responsible development of digital assets to protect consumers,
investors, and businesses; maintain privacy; and shield against arbitrary or unlawful
surveillance, which can contribute to human rights abuses.
           (b)  We must protect United States and global financial stability and mitigate systemic
risk.  Some digital asset trading platforms and service providers have grown rapidly in size and
complexity and may not be subject to or in compliance with appropriate regulations or
supervision.  Digital asset issuers, exchanges and trading platforms, and intermediaries whose
activities may increase risks to financial stability, should, as appropriate, be subject to and in
compliance with regulatory and supervisory standards that govern traditional market
infrastructures and financial firms, in line with the general principle of “same business, same
risks, same rules.”  The new and unique uses and functions that digital assets can facilitate may
create additional economic and financial risks requiring an evolution to a regulatory approach
that adequately addresses those risks.
           (c)  We must mitigate the illicit finance and national security risks posed by misuse of
digital assets.  Digital assets may pose significant illicit finance risks, including money
laundering, cybercrime and ransomware, narcotics and human trafficking, and terrorism and
proliferation financing.  Digital assets may also be used as a tool to circumvent United States
and foreign financial sanctions regimes and other tools and authorities.  Further, while the
United States has been a leader in setting international standards for the regulation and
supervision of digital assets for anti‑money laundering and countering the financing of
terrorism (AML/CFT), poor or nonexistent implementation of those standards in some
jurisdictions abroad can present significant illicit financing risks for the United States and
global financial systems.  Illicit actors, including the perpetrators of ransomware incidents and
other cybercrime, often launder and cash out of their illicit proceeds using digital asset service
providers in jurisdictions that have not yet effectively implemented the international standards
set by the inter-governmental Financial Action Task Force (FATF).  The continued availability
of service providers in jurisdictions where international AML/CFT standards are not
effectively implemented enables financial activity without illicit finance controls.  Growth in
decentralized financial ecosystems, peer-to-peer payment activity, and obscured blockchain
ledgers without controls to mitigate illicit finance could also present additional market and
national security risks in the future.  The United States must ensure appropriate controls and
accountability for current and future digital assets systems to promote high standards for
transparency, privacy, and security — including through regulatory, governance, and
technological measures — that counter illicit activities and preserve or enhance the efficacy of



our national security tools.  When digital assets are abused or used in illicit ways, or
undermine national security, it is in the national interest to take actions to mitigate these illicit
finance and national security risks through regulation, oversight, law enforcement action, or
use of other United States Government authorities.
           (d)  We must reinforce United States leadership in the global financial system and in
technological and economic competitiveness, including through the responsible development
of payment innovations and digital assets.  The United States has an interest in ensuring that it
remains at the forefront of responsible development and design of digital assets and the
technology that underpins new forms of payments and capital flows in the international
financial system, particularly in setting standards that promote:  democratic values; the rule of
law; privacy; the protection of consumers, investors, and businesses; and interoperability with
digital platforms, legacy architecture, and international payment systems.  The United States
derives significant economic and national security benefits from the central role that the
United States dollar and United States financial institutions and markets play in the global
financial system.  Continued United States leadership in the global financial system will sustain
United States financial power and promote United States economic interests.
           (e)  We must promote access to safe and affordable financial services.  Many Americans
are underbanked and the costs of cross-border money transfers and payments are high.  The
United States has a strong interest in promoting responsible innovation that expands equitable
access to financial services, particularly for those Americans underserved by the traditional
banking system, including by making investments and domestic and cross-border funds
transfers and payments cheaper, faster, and safer, and by promoting greater and more cost-
efficient access to financial products and services.  The United States also has an interest in
ensuring that the benefits of financial innovation are enjoyed equitably by all Americans and
that any disparate impacts of financial innovation are mitigated. 
           (f )  We must support technological advances that promote responsible development and
use of digital assets.  The technological architecture of different digital assets has substantial
implications for privacy, national security, the operational security and resilience of financial
systems, climate change, the ability to exercise human rights, and other national goals.  The
United States has an interest in ensuring that digital asset technologies and the digital
payments ecosystem are developed, designed, and implemented in a responsible manner that
includes privacy and security in their architecture, integrates features and controls that defend
against illicit exploitation, and reduces negative climate impacts and environmental pollution,
as may result from some cryptocurrency mining.

Sec. 3.  Coordination.  The Assistant to the President for National Security Affairs (APNSA) and
the Assistant to the President for Economic Policy (APEP) shall coordinate, through the
interagency process described in National Security Memorandum 2 of February 4, 2021



(Renewing the National Security Council System), the executive branch actions necessary to
implement this order.  The interagency process shall include, as appropriate:  the Secretary of
State, the Secretary of the Treasury, the Secretary of Defense, the Attorney General, the
Secretary of Commerce, the Secretary of Labor, the Secretary of Energy, the Secretary of
Homeland Security, the Administrator of the Environmental Protection Agency, the Director of
the Office of Management and Budget, the Director of National Intelligence, the Director of the
Domestic Policy Council, the Chair of the Council of Economic Advisers, the Director of the
Office of Science and Technology Policy, the Administrator of the Office of Information and
Regulatory Affairs, the Director of the National Science Foundation, and the Administrator of
the United States Agency for International Development.  Representatives of other executive
departments and agencies (agencies) and other senior officials may be invited to attend
interagency meetings as appropriate, including, with due respect for their regulatory
independence, representatives of the Board of Governors of the Federal Reserve System, the
Consumer Financial Protection Bureau (CFPB), the Federal Trade Commission (FTC), the
Securities and Exchange Commission (SEC), the Commodity Futures Trading Commission
(CFTC), the Federal Deposit Insurance Corporation, the Office of the Comptroller of the
Currency, and other Federal regulatory agencies.

Sec. 4.  Policy and Actions Related to United States Central Bank Digital Currencies.  (a)  The
policy of my Administration on a United States CBDC is as follows:
                          (i)    Sovereign money is at the core of a well-functioning financial system,
macroeconomic stabilization policies, and economic growth.  My Administration places the
highest urgency on research and development efforts into the potential design and deployment
options of a United States CBDC.  These efforts should include assessments of possible benefits
and risks for consumers, investors, and businesses; financial stability and systemic risk;
payment systems; national security; the ability to exercise human rights; financial inclusion
and equity; and the actions required to launch a United States CBDC if doing so is deemed to
be in the national interest. 
                          (ii)   My Administration sees merit in showcasing United States leadership and
participation in international fora related to CBDCs and in multi‑country conversations and
pilot projects involving CBDCs.  Any future dollar payment system should be designed in a way
that is consistent with United States priorities (as outlined in section 4(a)(i) of this order) and
democratic values, including privacy protections, and that ensures the global financial system
has appropriate transparency, connectivity, and platform and architecture interoperability or
transferability, as appropriate.
                          (iii)  A United States CBDC may have the potential to support efficient and low-
cost transactions, particularly for cross‑border funds transfers and payments, and to foster
greater access to the financial system, with fewer of the risks posed by private sector-



administered digital assets.  A United States CBDC that is interoperable with CBDCs issued by
other monetary authorities could facilitate faster and lower-cost cross-border payments and
potentially boost economic growth, support the continued centrality of the United States
within the international financial system, and help to protect the unique role that the dollar
plays in global finance.  There are also, however, potential risks and downsides to consider.  We
should prioritize timely assessments of potential benefits and risks under various designs to
ensure that the United States remains a leader in the international financial system.
             (b)  Within 180 days of the date of this order, the Secretary of the Treasury, in
consultation with the Secretary of State, the Attorney General, the Secretary of Commerce, the
Secretary of Homeland Security, the Director of the Office of Management and Budget, the
Director of National Intelligence, and the heads of other relevant agencies, shall submit to the
President a report on the future of money and payment systems, including the conditions that
drive broad adoption of digital assets; the extent to which technological innovation may
influence these outcomes; and the implications for the United States financial system, the
modernization of and changes to payment systems, economic growth, financial inclusion, and
national security.  This report shall be coordinated through the interagency process described
in section 3 of this order.  Based on the potential United States CBDC design options, this
report shall include an analysis of:
                          (i)    the potential implications of a United States CBDC, based on the possible
design choices, for national interests, including implications for economic growth and stability;
                          (ii)   the potential implications a United States CBDC might have on financial
inclusion;
                          (iii)  the potential relationship between a CBDC and private sector-administered
digital assets;
                          (iv)   the future of sovereign and privately produced money globally and
implications for our financial system and democracy;
                          (v)    the extent to which foreign CBDCs could displace existing currencies and
alter the payment system in ways that could undermine United States financial centrality;
                          (vi)   the potential implications for national security and financial crime,
including an analysis of illicit financing risks, sanctions risks, other law enforcement and
national security interests, and implications for human rights; and
                          (vii)  an assessment of the effects that the growth of foreign CBDCs may have on
United States interests generally.
             (c)  The Chairman of the Board of Governors of the Federal Reserve System (Chairman
of the Federal Reserve) is encouraged to continue to research and report on the extent to
which CBDCs could improve the efficiency and reduce the costs of existing and future
payments systems, to continue to assess the optimal form of a United States CBDC, and to
develop a strategic plan for Federal Reserve and broader United States Government action, as



appropriate, that evaluates the necessary steps and requirements for the potential
implementation and launch of a United States CBDC.  The Chairman of the Federal Reserve is
also encouraged to evaluate the extent to which a United States CBDC, based on the potential
design options, could enhance or impede the ability of monetary policy to function effectively
as a critical macroeconomic stabilization tool.
             (d)  The Attorney General, in consultation with the Secretary of the Treasury and the
Chairman of the Federal Reserve, shall:
                          (i)   within 180 days of the date of this order, provide to the President through the
APNSA and APEP an assessment of whether legislative changes would be necessary to issue a
United States CBDC, should it be deemed appropriate and in the national interest; and
                          (ii)  within 210 days of the date of this order, provide to the President through the
APNSA and the APEP a corresponding legislative proposal, based on consideration of the
report submitted by the Secretary of the Treasury under section 4(b) of this order and any
materials developed by the Chairman of the Federal Reserve consistent with section 4(c) of
this order.

Sec. 5.  Measures to Protect Consumers, Investors, and Businesses.  (a)  The increased use of
digital assets and digital asset exchanges and trading platforms may increase the risks of
crimes such as fraud and theft, other statutory and regulatory violations, privacy and data
breaches, unfair and abusive acts or practices, and other cyber incidents faced by consumers,
investors, and businesses.  The rise in use of digital assets, and differences across communities,
may also present disparate financial risk to less informed market participants or exacerbate
inequities.  It is critical to ensure that digital assets do not pose undue risks to consumers,
investors, or businesses, and to put in place protections as a part of efforts to expand access to
safe and affordable financial services. 
             (b)  Consistent with the goals stated in section 5(a) of this order:
                          (i)     Within 180 days of the date of this order, the Secretary of the Treasury, in
consultation with the Secretary of Labor and the heads of other relevant agencies, including, as
appropriate, the heads of independent regulatory agencies such as the FTC, the SEC, the
CFTC, Federal banking agencies, and the CFPB, shall submit to the President a report, or
section of the report required by section 4 of this order, on the implications of developments
and adoption of digital assets and changes in financial market and payment system
infrastructures for United States consumers, investors, businesses, and for equitable economic
growth.  One section of the report shall address the conditions that would drive mass adoption
of different types of digital assets and the risks and opportunities such growth might present to
United States consumers, investors, and businesses, including a focus on how technological
innovation may impact these efforts and with an eye toward those most vulnerable to disparate
impacts.  The report shall also include policy recommendations, including potential regulatory



and legislative actions, as appropriate, to protect United States consumers, investors, and
businesses, and support expanding access to safe and affordable financial services.  The report
shall be coordinated through the interagency process described in section 3 of this order.
                          (ii)    Within 180 days of the date of this order, the Director of the Office of Science
and Technology Policy and the Chief Technology Officer of the United States, in consultation
with the Secretary of the Treasury, the Chairman of the Federal Reserve, and the heads of
other relevant agencies, shall submit to the President a technical evaluation of the
technological infrastructure, capacity, and expertise that would be necessary at relevant
agencies to facilitate and support the introduction of a CBDC system should one be proposed. 
The evaluation should specifically address the technical risks of the various designs, including
with respect to emerging and future technological developments, such as quantum computing. 
The evaluation should also include any reflections or recommendations on how the inclusion
of digital assets in Federal processes may affect the work of the United States Government and
the provision of Government services, including risks and benefits to cybersecurity, customer
experience, and social‑safety‑net programs.  The evaluation shall be coordinated through the
interagency process described in section 3 of this order. 
                          (iii)   Within 180 days of the date of this order, the Attorney General, in
consultation with the Secretary of the Treasury and the Secretary of Homeland Security, shall
submit to the President a report on the role of law enforcement agencies in detecting,
investigating, and prosecuting criminal activity related to digital assets.  The report shall
include any recommendations on regulatory or legislative actions, as appropriate.
                          (iv)    The Attorney General, the Chair of the FTC, and the Director of the CFPB
are each encouraged to consider what, if any, effects the growth of digital assets could have on
competition policy.
                          (v)     The Chair of the FTC and the Director of the CFPB are each encouraged to
consider the extent to which privacy or consumer protection measures within their respective
jurisdictions may be used to protect users of digital assets and whether additional measures
may be needed.
                          (vi)    The Chair of the SEC, the Chairman of the CFTC, the Chairman of the
Federal Reserve, the Chairperson of the Board of Directors of the Federal Deposit Insurance
Corporation, and the Comptroller of the Currency are each encouraged to consider the extent
to which investor and market protection measures within their respective jurisdictions may be
used to address the risks of digital assets and whether additional measures may be needed.
                          (vii)   Within 180 days of the date of this order, the Director of the Office of
Science and Technology Policy, in consultation with the Secretary of the Treasury, the
Secretary of Energy, the Administrator of the Environmental Protection Agency, the Chair of
the Council of Economic Advisers, the Assistant to the President and National Climate Advisor,
and the heads of other relevant agencies, shall submit a report to the President on the



connections between distributed ledger technology and short-, medium-, and long-term
economic and energy transitions; the potential for these technologies to impede or advance
efforts to tackle climate change at home and abroad; and the impacts these technologies have
on the environment.  This report shall be coordinated through the interagency process
described in section 3 of this order.  The report should also address the effect of
cryptocurrencies’ consensus mechanisms on energy usage, including research into potential
mitigating measures and alternative mechanisms of consensus and the design tradeoffs those
may entail.  The report should specifically address:
                                       (A)  potential uses of blockchain that could support monitoring or
mitigating technologies to climate impacts, such as exchanging of liabilities for greenhouse gas
emissions, water, and other natural or environmental assets; and
                                       (B)  implications for energy policy, including as it relates to grid
management and reliability, energy efficiency incentives and standards, and sources of energy
supply.
                          (viii)  Within 1 year of submission of the report described in section 5(b)(vii) of
this order, the Director of the Office of Science and Technology Policy, in consultation with the
Secretary of the Treasury, the Secretary of Energy, the Administrator of the Environmental
Protection Agency, the Chair of the Council of Economic Advisers, and the heads of other
relevant agencies, shall update the report described in section 5(b)(vii) of this order, including
to address any knowledge gaps identified in such report.

Sec. 6.  Actions to Promote Financial Stability, Mitigate Systemic Risk, and Strengthen Market
Integrity.  (a)  Financial regulators — including the SEC, the CFTC, and the CFPB and Federal
banking agencies — play critical roles in establishing and overseeing protections across the
financial system that safeguard its integrity and promote its stability.  Since 2017, the Secretary
of the Treasury has convened the Financial Stability Oversight Council (FSOC) to assess the
financial stability risks and regulatory gaps posed by the ongoing adoption of digital assets. 
The United States must assess and take steps to address risks that digital assets pose to
financial stability and financial market integrity. 
             (b)  Within 210 days of the date of this order, the Secretary of the Treasury should
convene the FSOC and produce a report outlining the specific financial stability risks and
regulatory gaps posed by various types of digital assets and providing recommendations to
address such risks.  As the Secretary of the Treasury and the FSOC deem appropriate, the
report should consider the particular features of various types of digital assets and include
recommendations that address the identified financial stability risks posed by these digital
assets, including any proposals for additional or adjusted regulation and supervision as well as
for new legislation.  The report should take account of the prior analyses and assessments of
the FSOC, agencies, and the President’s Working Group on Financial Markets, including the



ongoing work of the Federal banking agencies, as appropriate.

Sec. 7.  Actions to Limit Illicit Finance and Associated National Security Risks.  (a)  Digital
assets have facilitated sophisticated cybercrime‑related financial networks and activity,
including through ransomware activity.  The growing use of digital assets in financial activity
heightens risks of crimes such as money laundering, terrorist and proliferation financing, fraud
and theft schemes, and corruption.  These illicit activities highlight the need for ongoing
scrutiny of the use of digital assets, the extent to which technological innovation may impact
such activities, and exploration of opportunities to mitigate these risks through regulation,
supervision, public‑private engagement, oversight, and law enforcement.
             (b)  Within 90 days of submission to the Congress of the National Strategy for
Combating Terrorist and Other Illicit Financing, the Secretary of the Treasury, the Secretary of
State, the Attorney General, the Secretary of Commerce, the Secretary of Homeland Security,
the Director of the Office of Management and Budget, the Director of National Intelligence,
and the heads of other relevant agencies may each submit to the President supplemental
annexes, which may be classified or unclassified, to the Strategy offering additional views on
illicit finance risks posed by digital assets, including cryptocurrencies, stablecoins, CBDCs, and
trends in the use of digital assets by illicit actors.
             (c)  Within 120 days of submission to the Congress of the National Strategy for
Combating Terrorist and Other Illicit Financing, the Secretary of the Treasury, in consultation
with the Secretary of State, the Attorney General, the Secretary of Commerce, the Secretary of
Homeland Security, the Director of the Office of Management and Budget, the Director of
National Intelligence, and the heads of other relevant agencies shall develop a coordinated
action plan based on the Strategy’s conclusions for mitigating the digital‑asset-related illicit
finance and national security risks addressed in the updated strategy.  This action plan shall be
coordinated through the interagency process described in section 3 of this order.  The action
plan shall address the role of law enforcement and measures to increase financial services
providers’ compliance with AML/CFT obligations related to digital asset activities.
             (d)  Within 120 days following completion of all of the following reports — the National
Money Laundering Risk Assessment; the National Terrorist Financing Risk Assessment; the
National Proliferation Financing Risk Assessment; and the updated National Strategy for
Combating Terrorist and Other Illicit Financing — the Secretary of the Treasury shall notify
the relevant agencies through the interagency process described in section 3 of this order on
any pending, proposed, or prospective rulemakings to address digital asset illicit finance risks. 
The Secretary of the Treasury shall consult with and consider the perspectives of relevant
agencies in evaluating opportunities to mitigate such risks through regulation.

Sec. 8.  Policy and Actions Related to Fostering International Cooperation and United States



Competitiveness.  (a)  The policy of my Administration on fostering international cooperation
and United States competitiveness with respect to digital assets and financial innovation is as
follows:
                          (i)    Technology-driven financial innovation is frequently cross-border and
therefore requires international cooperation among public authorities.  This cooperation is
critical to maintaining high regulatory standards and a level playing field.  Uneven regulation,
supervision, and compliance across jurisdictions creates opportunities for arbitrage and raises
risks to financial stability and the protection of consumers, investors, businesses, and markets.
 Inadequate AML/CFT regulation, supervision, and enforcement by other countries challenges
the ability of the United States to investigate illicit digital asset transaction flows that
frequently jump overseas, as is often the case in ransomware payments and other cybercrime-
related money laundering.  There must also be cooperation to reduce inefficiencies in
international funds transfer and payment systems.
                          (ii)   The United States Government has been active in international fora and
through bilateral partnerships on many of these issues and has a robust agenda to continue this
work in the coming years.  While the United States held the position of President of the FATF,
the United States led the group in developing and adopting the first international standards on
digital assets.  The United States must continue to work with international partners on
standards for the development and appropriate interoperability of digital payment
architectures and CBDCs to reduce payment inefficiencies and ensure that any new funds
transfer and payment systems are consistent with United States values and legal requirements.
                          (iii)  While the United States held the position of President of the 2020 G7, the
United States established the G7 Digital Payments Experts Group to discuss CBDCs,
stablecoins, and other digital payment issues.  The G7 report outlining a set of policy principles
for CBDCs is an important contribution to establishing guidelines for jurisdictions for the
exploration and potential development of CBDCs.  While a CBDC would be issued by a
country’s central bank, the supporting infrastructure could involve both public and private
participants.  The G7 report highlighted that any CBDC should be grounded in the G7’s long-
standing public commitments to transparency, the rule of law, and sound economic
governance, as well as the promotion of competition and innovation.
                          (iv)   The United States continues to support the G20 roadmap for addressing
challenges and frictions with cross-border funds transfers and payments for which work is
underway, including work on improvements to existing systems for cross-border funds
transfers and payments, the international dimensions of CBDC designs, and the potential of
well-regulated stablecoin arrangements.  The international Financial Stability Board (FSB),
together with standard-setting bodies, is leading work on issues related to stablecoins,
cross‑border funds transfers and payments, and other international dimensions of digital
assets and payments, while FATF continues its leadership in setting AML/CFT standards for



digital assets.  Such international work should continue to address the full spectrum of issues
and challenges raised by digital assets, including financial stability, consumer, investor, and
business risks, and money laundering, terrorist financing, proliferation financing, sanctions
evasion, and other illicit activities. 
                          (v)    My Administration will elevate the importance of these topics and expand
engagement with our critical international partners, including through fora such as the G7,
G20, FATF, and FSB.  My Administration will support the ongoing international work and,
where appropriate, push for additional work to drive development and implementation of
holistic standards, cooperation and coordination, and information sharing.  With respect to
digital assets, my Administration will seek to ensure that our core democratic values are
respected; consumers, investors, and businesses are protected; appropriate global financial
system connectivity and platform and architecture interoperability are preserved; and the
safety and soundness of the global financial system and international monetary system are
maintained.
             (b) In furtherance of the policy stated in section 8(a) of this order:
                          (i)    Within 120 days of the date of this order, the Secretary of the Treasury, in
consultation with the Secretary of State, the Secretary of Commerce, the Administrator of the
United States Agency for International Development, and the heads of other relevant agencies,
shall establish a framework for interagency international engagement with foreign
counterparts and in international fora to, as appropriate, adapt, update, and enhance adoption
of global principles and standards for how digital assets are used and transacted, and to
promote development of digital asset and CBDC technologies consistent with our values and
legal requirements.  This framework shall be coordinated through the interagency process
described in section 3 of this order.  This framework shall include specific and prioritized lines
of effort and coordinated messaging; interagency engagement and activities with foreign
partners, such as foreign assistance and capacity-building efforts and coordination of global
compliance; and whole‑of‑government efforts to promote international principles, standards,
and best practices.  This framework should reflect ongoing leadership by the Secretary of the
Treasury and financial regulators in relevant international financial standards bodies, and
should elevate United States engagement on digital assets issues in technical standards bodies
and other international fora to promote development of digital asset and CBDC technologies
consistent with our values.
                          (ii)   Within 1 year of the date of the establishment of the framework required by
section 8(b)(i) of this order, the Secretary of the Treasury, in consultation with the Secretary of
State, the Secretary of Commerce, the Director of the Office of Management and Budget, the
Administrator of the United States Agency for International Development, and the heads of
other relevant agencies as appropriate, shall submit a report to the President on priority
actions taken under the framework and its effectiveness.  This report shall be coordinated



through the interagency process described in section 3 of this order.
                          (iii)  Within 180 days of the date of this order, the Secretary of Commerce, in
consultation with the Secretary of State, the Secretary of the Treasury, and the heads of other
relevant agencies, shall establish a framework for enhancing United States economic
competitiveness in, and leveraging of, digital asset technologies.  This framework shall be
coordinated through the interagency process described in section 3 of this order.
                          (iv)   Within 90 days of the date of this order, the Attorney General, in
consultation with the Secretary of State, the Secretary of the Treasury, and the Secretary of
Homeland Security, shall submit a report to the President on how to strengthen international
law enforcement cooperation for detecting, investigating, and prosecuting criminal activity
related to digital assets.

Sec. 9.  Definitions.  For the purposes of this order:
             (a)  The term “blockchain” refers to distributed ledger technologies where data is
shared across a network that creates a digital ledger of verified transactions or information
among network participants and the data are typically linked using cryptography to maintain
the integrity of the ledger and execute other functions, including transfer of ownership or
value.
             (b)  The term “central bank digital currency” or “CBDC” refers to a form of digital
money or monetary value, denominated in the national unit of account, that is a direct liability
of the central bank.
             (c)  The term “cryptocurrencies” refers to a digital asset, which may be a medium of
exchange, for which generation or ownership records are supported through a distributed
ledger technology that relies on cryptography, such as a blockchain.
             (d)  The term “digital assets” refers to all CBDCs, regardless of the technology used, and
to other representations of value, financial assets and instruments, or claims that are used to
make payments or investments, or to transmit or exchange funds or the equivalent thereof,
that are issued or represented in digital form through the use of distributed ledger technology. 
For example, digital assets include cryptocurrencies, stablecoins, and CBDCs.  Regardless of
the label used, a digital asset may be, among other things, a security, a commodity, a derivative,
or other financial product.  Digital assets may be exchanged across digital asset trading
platforms, including centralized and decentralized finance platforms, or through peer-to-peer
technologies.
             (e)  The term “stablecoins” refers to a category of cryptocurrencies with mechanisms
that are aimed at maintaining a stable value, such as by pegging the value of the coin to a
specific currency, asset, or pool of assets or by algorithmically controlling supply in response to
changes in demand in order to stabilize value.



Sec. 10.  General Provisions.  (a)  Nothing in this order shall be construed to impair or
otherwise affect:
                          (i)   the authority granted by law to an executive department or agency, or the
head thereof; or
                          (ii)  the functions of the Director of the Office of Management and Budget
relating to budgetary, administrative, or legislative proposals.
             (b)  This order shall be implemented consistent with applicable law and subject to the
availability of appropriations.
             (c)  This order is not intended to, and does not, create any right or benefit, substantive
or procedural, enforceable at law or in equity by any party against the United States, its
departments, agencies, or entities, its officers, employees, or agents, or any other person.

                             JOSEPH R. BIDEN JR.
 

THE WHITE HOUSE,
March 9, 2022.



Taxation of digital assets

• Digital assets may be treated like other assets for tax purposes. Transactions involving digital assets 
are generally reported in the same manner as transactions involving other property.

• In 2014, the IRS explained that “the sale or other exchange of virtual currencies, or the use of 
virtual currencies to pay for goods or services, or holding virtual currencies as an investment, 
generally has tax consequences that could result in tax liability.”

(“Virtual currency” is the term the IRS uses to refer to all types of digital currency—virtual currency, 
cryptocurrency, and central bank digital currency.)

• For guidance purposes, the IRS now uses the term “digital assets,” which refers to “any digital 
representations of value that are recorded on a cryptographically secured distributed ledger or any 
similar technology,” including convertible virtual currency, cryptocurrency, stablecoins, and non-
fungible tokens.
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Digital Assets

For federal tax purposes, digital assets are treated as property. General tax

principles applicable to property transactions apply to transactions using digital

assets. You may be required to report your digital asset activity on your tax return.

Definition of Digital Assets

Digital assets are broadly defined as any digital representation of value which is

recorded on a cryptographically secured distributed ledger or any similar

technology as specified by the Secretary.

Digital assets include (but are not limited to):

Convertible virtual currency and cryptocurrency

Stablecoins

Non-fungible tokens (NFTs)

Digital assets are not real currency (also known as “fiat”) because they are not

the coin and paper money of the United States or a foreign country and are not

digitally issued by a government’s central bank.  

A digital asset that has an equivalent value in real currency, or acts as a substitute

for real currency, has been referred to as convertible virtual currency.

A cryptocurrency is an example of a convertible virtual currency that can be used as

payment for goods and services, digitally traded between users, and exchanged for

or into real currencies or digital assets.

Tax Consequences

Transactions involving a digital asset are generally required to be reported on a tax

return.

Taxable gain or loss may result from transactions including, but not limited to:

Sale of a digital asset for fiat

Exchange of a digital asset for property, goods, or services

Exchange or trade of one digital asset for another digital asset

Receipt of a digital asset as payment for goods or services

Receipt of a new digital asset as a result of a hard fork

Receipt of a new digital asset as a result of mining or staking activities
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Receipt of a digital asset as a result of an airdrop

Any other disposition of a financial interest in a digital asset

Receipt or transfer of a digital asset for free (without providing any

consideration) that does not qualify as a bona fide gift

Transferring a digital asset as a bona fide gift if the donor exceeds the annual

gift exclusion amount

Guidance and Publications

For more information regarding the general tax principles that apply to digital

assets, you can also refer to the following materials:

IRS Guidance

IRS Notice 2014-21 guides individuals and businesses on the tax treatment of

transactions using convertible virtual currencies. For federal tax purposes,

virtual currency is treated as property. General tax principles applicable to

property transactions apply to transactions using virtual currency.

Frequently Asked Questions on Virtual Currency Transactions expand upon the

examples provided in Notice 2014-21 and apply those same longstanding tax

principles to additional situations.

Revenue Ruling 2019-24  addresses the tax implications of a hard fork.

Additional Information

Chief Counsel Advice (CCA) 202035011  – Describes the tax consequences of

receiving convertible virtual currency as payment for performing microtasks

through a crowdsourcing platform.

Chief Counsel Advice (CCA) 202114020  – Addresses the receipt of Bitcoin

Cash as a result of the hard fork.

Chief Counsel Advice (CCA) 202124008  – Describes the applicability of

Internal Revenue Code Section 1031 to exchanges of Bitcoin for Ether, Bitcoin

for Litecoin, and Ether for Litecoin.

Private Letter Ruling 202019028  – Addressed certain issues related to the

tax-exempt status of entities in the digital asset industry.

 – provides guidance on Report of Foreign Bank

and Financial Accounts (FBAR) reporting requirements related to virtual

currency.

Publications

Taxable and Nontaxable Income, Publication 525 – for more information on

miscellaneous income from exchanges involving property or services.

Charitable Contributions, Publication 526 – for more information on charitable

contribution deductions.

Sales and Other Dispositions of Assets, Publication 544 – for more information

about capital assets and the character of gain or loss.

PDF

PDF

PDF

PDF

PDF

FinCEN Notice 2020-2 PDF

assets, IR-2022-227,

December 23, 2022

https://www.irs.gov/irb/2014-16_IRB#NOT-2014-21
https://www.irs.gov/individuals/international-taxpayers/frequently-asked-questions-on-virtual-currency-transactions
https://www.irs.gov/pub/irs-drop/rr-19-24.pdf
https://www.irs.gov/pub/irs-wd/202035011.pdf
https://www.irs.gov/pub/irs-wd/202114020.pdf
https://www.irs.gov/pub/irs-wd/202124008.pdf
https://www.irs.gov/pub/irs-wd/202019028.pdf
https://www.irs.gov/forms-pubs/about-publication-525
https://www.irs.gov/forms-pubs/about-publication-526
https://www.irs.gov/forms-pubs/about-publication-544
https://www.fincen.gov/sites/default/files/shared/Notice-Virtual%20Currency%20Reporting%20on%20the%20FBAR%20123020.pdf
https://www.irs.gov/newsroom/treasury-irs-provide-transitional-guidance-for-broker-reporting-on-digital-assets
https://www.irs.gov/newsroom/treasury-irs-provide-transitional-guidance-for-broker-reporting-on-digital-assets


Basis of Assets, Publication 551 – for more information on the computation of

basis.

Determining the Value of Donated Property, Publication 561 – for more

information on the appraisal of donated property worth more than $5,000.

Page Last Reviewed or Updated: 10-Jan-2023

https://www.irs.gov/forms-pubs/about-publication-551
https://www.irs.gov/forms-pubs/about-publication-561


Taxation of digital assets

• Since 2020, Form 1040 has included a question about virtual currency at the top of page 1. The 
question has changed each year and now refers to digital assets.

• And there is now nearly of page of instructions for Form 1040 on the reporting of digital assets and 
digital asset transactions.
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your tax return even if your SSN does 
not authorize employment or if you have 
been issued an SSN that authorizes em-
ployment and you lose your employ-
ment authorization. An ITIN will not be 
issued to you once you have been issued 
an SSN. If you received your SSN after 
previously using an ITIN, stop using 
your ITIN. Use your SSN instead.

IRS Individual Taxpayer 
Identification Numbers 
(ITINs) for Aliens
If you are a nonresident or resident alien 
and you don’t have and aren’t eligible to 
get an SSN, you must apply for an ITIN. 
It takes about 7 weeks to get an ITIN.

If you already have an ITIN, enter it 
wherever your SSN is requested on your 
tax return.

Some ITINs must be renewed. If you 
haven't used your ITIN on a federal tax 
return at least once for tax years 2019, 
2020, or 2021, it expired at the end of 
2022 and must be renewed if you need 
to file a federal tax return in 2023. You 
don't need to renew your ITIN if you 
don't need to file a federal tax return. 
You can find more information at 
IRS.gov/ITIN.

ITINs assigned before 2013 
have expired and must be re-
newed if you need to file a tax 

return in 2023. If you previously submit-
ted a renewal application and it was ap-
proved, you do not need to renew again 
unless you haven't used your ITIN on a 
federal tax return at least once for tax 
years 2019, 2020, or 2021.

An ITIN is for tax use only. It doesn't 
entitle you to social security benefits or 
change your employment or immigra-
tion status under U.S. law.

For more information on ITINs, in-
cluding application, expiration, and re-
newal, see Form W-7 and its instruc-
tions.

If you receive an SSN after previous-
ly using an ITIN, stop using your ITIN. 
Use your SSN instead. Visit a local IRS 
office or write a letter to the IRS ex-
plaining that you now have an SSN and 
want all your tax records combined un-
der your SSN. Details about what to in-
clude with the letter and where to mail it 
are at IRS.gov/ITIN.

TIP

Nonresident Alien Spouse
If your spouse is a nonresident alien, 
your spouse must have either an SSN or 
an ITIN if:

• You file a joint return, or
• Your spouse is filing a separate re-

turn.

Presidential Election 
Campaign Fund
This fund helps pay for Presidential 
election campaigns. The fund reduces 
candidates' dependence on large contri-
butions from individuals and groups and 
places candidates on an equal financial 
footing in the general election. The fund 
also helps pay for pediatric medical re-
search. If you want $3 to go to this fund, 
check the box. If you are filing a joint 
return, your spouse can also have $3 go 
to the fund. If you check a box, your tax 
or refund won't change.

Digital Assets
Digital assets are any digital representa-
tions of value that are recorded on a 
cryptographically secured distributed 
ledger or any similar technology. For 
example, digital assets include non-fun-
gible tokens (NFTs) and virtual curren-
cies, such as cryptocurrencies and sta-
blecoins. If a particular asset has the 
characteristics of a digital asset, it will 
be treated as a digital asset for federal 
income tax purposes.

Check the “Yes” box next to the 
question on digital assets on page 1 of 
Form 1040 or 1040-SR if at any time 
during 2022, you (a) received (as a re-
ward, award, or payment for property or 
services); or (b) sold, exchanged, gifted, 
or otherwise disposed of a digital asset 
(or any financial interest in any digital 
asset).

For example, check “Yes” if at any 
time during 2022 you:

• Received digital assets as payment 
for property or services provided;

• Received digital assets as a result 
of a reward or award;

• Received new digital assets as a 
result of mining, staking, and similar ac-
tivities;

• Received digital assets as a result 
of a hard fork;

• Disposed of digital assets in ex-
change for property or services;

• Disposed of a digital asset in ex-
change or trade for another digital asset;

• Sold a digital asset;
• Transferred digital assets for free 

(without receiving any consideration) as 
a bona fide gift; or

• Otherwise disposed of any other fi-
nancial interest in a digital asset.

You have a financial interest in a dig-
ital asset if you are the owner of record 
of a digital asset, or have an ownership 
stake in an account that holds one or 
more digital assets, including the rights 
and obligations to acquire a financial in-
terest, or you own a wallet that holds 
digital assets.

The following actions or transactions 
in 2022, alone, generally don’t require 
you to check “Yes”:

• Holding a digital asset in a wallet 
or account;

• Transferring a digital asset from 
one wallet or account you own or con-
trol to another wallet or account that you 
own or control; or

• Purchasing digital assets using 
U.S. or other real currency, including 
through the use of electronic platforms 
such as PayPal and Venmo.

Do not leave the question unan-
swered. You must answer “Yes” or 
“No” by checking the appropriate box. 
For more information, go to IRS.gov/
virtualcurrencyfaqs.

How to Report Digital Asset 
Transactions
If you disposed of any digital asset in 
2022, that you held as a capital asset, 
through a sale, exchange, gift, or trans-
fer, check “Yes” and use Form 8949 to 
calculate your capital gain or loss and 
report that gain or loss on Schedule D 
(Form 1040).

If you received any digital asset as 
compensation for services or disposed of 
any digital asset that you held for sale to 
customers in a trade or business, you 
must report the income as you would re-
port other income of the same type (for 
example, W-2 wages on Form 1040 or 
1040-SR, line 1a, or inventory or serv-
ices from Schedule C or Schedule 1).

-15- Need more information or forms? Visit IRS.gov.



Taxation of digital assets
• The following transactions require checking the “Yes” box on Form 1040:

• Received digital assets as payment for property or services provided
• Received digital assets as a result of a reward or award
• Received new digital assets as a result of mining, staking, and similar activities
• Received digital assets as a result of a hard fork
• Disposed of digital assets in exchange for property or services
• Disposed of a digital asset in exchange or trade for another digital asset
• Sold a digital asset
• Transferred digital assets for free (without receiving any consideration) as a bona fide gift
• Otherwise disposed of any other financial interest in a digital asset

• The following transactions do not:
• Holding a digital asset in a wallet or account
• Transferring a digital asset from one wallet or account you own or control to another wallet or account that you own 

or control
• Purchasing digital assets using U.S. or other real currency, including through the use of electronic platforms such as 

PayPal and Venmo
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Taxation of digital assets

• The Infrastructure Investment and Jobs Act, Pub. L. 117–58, which became law on November 15, 
2021, imposed new reporting requirements for digital assets.

• Brokers were to begin reporting digital asset (cryptocurrency) transactions on Form 1099-B as of
January 1, 2023. This reporting would have included customers’ names and addresses, gross 
proceeds, cost basis, etc. (Some cryptocurrency brokers, defined broadly, do not even have this 
information about their customers.)

• On December 23, 2022, the IRS postponed the reporting requirements until final regulations are
issued.
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Insuring digital assets

• Is the loss of digital assets covered by insurance?

• What about cryptocurrency and NFTs in particular?

• For example, in a State Farm homeowner’s insurance policy, under “We do not cover”:
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Planning for digital assets

• How do we plan for the death or incapacity of an owner of digital assets?

• Our instincts as estate planners is that a fiduciary ought to be able to step into the shoes of a 
deceased or incapacitated owner of digital assets and deal with those digital assets as a fiduciary 
would with any other assets.

• But the nature of digital assets poses both practical and legal barriers to that.

• As a practical matter, digital assets are stored on a device or in an online account that can be 
impossible to access without credentials (username and password).

• And even with credentials, someone accessing a user’s digital assets may be violating the terms of 
service of the online account/service provider or even federal laws governing electronic 
communications.
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Fiduciary access to digital assets

• Developing the law for fiduciary access to digital assets revealed a culture clash: the fiduciary’s 
focus on representing the user versus the online account/service provider’s focus on the user’s 
privacy.

• In addition, the business model of most tech service providers has little use for deceased or 
incapacitated customers.

• For example, compare the executor’s access to a decedent’s safe deposit box under the bank’s 
contract with the executor’s access to a decedent’s cloud storage service under the service’s terms-
of-service agreement.

• Does a decedent or incapacitated person have different privacy expectations with regard to a 
shoebox full of love letters in the attic versus his or her email account?
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Fiduciary access to digital assets

• For example, Microsoft’s terms-of-service agreement protects the privacy of a user’s accounts and 
provides that an inactive account will be closed and the content deleted.
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Fiduciary access to digital assets

• Planning recommendations used to focus on having clients make lists of digital assets and online 
service providers, along with usernames and passwords.

• But such a list is nearly impossible for many clients to maintain, and it is questionable whether 
such a list is even advisable for reasons of security and privacy. It is certainly something that an 
estate planning lawyer might think twice about holding for a client.

• In addition, terms-of-service agreements and federal laws on access to electronic communication 
usually forbid or restrict access by someone other than the user (particularly if the user is 
incapacitated or deceased). Surviving spouses and children may get away with hacking into a 
deceased or incapacitated user’s account, but a professional fiduciary should not do so.

• In addition to being unlawful or in violation of the terms of service, unauthorized use of an 
account may spoil the future use of lawful or authorized means to gain access, either because an 
online tool does not work properly when there is unauthorized access or because the 
account/service provider restricts access when it learns about the prior unauthorized use.
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Fiduciary access to digital assets

• Those making the first attempt at a uniform state law on fiduciary access to digital assets 
negotiated with reluctant online account/service providers, but eventually gave up on reaching an 
agreement. As a result, because of lobbying by the tech industry, the Uniform Fiduciary Access to 
Digital Assets Act (2014) was a failure.

• The Uniform Law Commission then reached a compromise with the tech industry, and the 
Revised Uniform Fiduciary Access to Digital Assets Act (2015) has been one of the most 
successful products in the Uniform Law Commission’s history.
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Fiduciary access to digital assets

• As of January 2023, RUFADAA is 
the law in 46 states, D.C., and the 
U.S. Virgin Islands.

• RUFADAA has been adopted in:
• West Virginia (W. Va. Code § 44-5B-1 

et seq.)
• Virginia (Va. Code Ann. § 64.2-116 et 

seq.)
• Tennessee (T.C.A. § 35-8-101 et seq.)
• North Carolina (N.C.G.S. § 36F-1 et 

seq.)
• South Carolina (S.C. Code Ann. § 62-

2-1010 et seq.)
• Georgia (O.C.G.A. § 53-13-1 et seq.)
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RUFADAA—Defined terms

• “Digital asset” means “means an electronic record in which an individual has a right or interest.” 
The law makes it clear, as discussed earlier, that the term “does not include an underlying asset or 
liability unless the asset or liability is itself an electronic record.”

• The definition of “electronic communication” is taken from 18 U.S.C. § 2510(12), which, with 
some exceptions, is “any transfer of signs, signals, writing, images, sounds, data, or intelligence of 
any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic or 
photooptical system that affects interstate or foreign commerce.”

RUFADAA § 2(10), (12).
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RUFADAA—Defined terms

• The law makes an important distinction between two elements of electronic communication:
• “Catalogue of electronic communications” means “information that identifies each person with which 

a user has had an electronic communication, the time and date of the communication, and the 
electronic address of the person.”

• “Content of an electronic communication” means “information concerning the substance or meaning 
of the communication which: (A) has been sent or received by a user; (B) is in electronic storage by a 
custodian providing an electronic communication service to the public or is carried or maintained by a 
custodian providing a remote computing service to the public; and (C) is not readily accessible to the 
public.”

RUFADAA § 53-13-2(4), (6).
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RUFADAA—Defined terms

• Other defined terms:
• “User” means “a person that has an account with a custodian.”
• “Custodian” means “means a person that carries, maintains, processes, receives, or stores a digital asset 

of a user.”
• “Account” means an “arrangement under a terms-of-service agreement in which a custodian carries, 

maintains, processes, receives, or stores a digital asset of the user or provides goods or services to the 
user.”

• “Terms-of-service agreement” means “an agreement that controls the relationship between a user and a 
custodian.”

RUFADAA § 2(1), (8), (24), and (26).
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RUFADAA—Application

• RUFADAA applies to a:
• fiduciary acting under a will or power of attorney
• personal representative acting for a decedent
• guardianship/conservatorship
• trustee

RUFADAA § 3(a).

• The law applies to a custodian if the user resides in the state or resided in the state at the time of 
the user’s death. RUFADAA § 3(b).
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RUFADAA—Direction using online tool

• Rather than provide fiduciaries with automatic access to digital assets (regardless of, and perhaps 
overriding, a custodian’s terms of service), RUFADAA first gives effect to a user’s direction, then to 
terms-of-service agreement, and then to default rules.

• First, RUFADAA gives effect to a user’s direction expressed using an “online tool,” which is “an 
electronic service provided by a custodian that allows the user, in an agreement distinct from the 
terms-of-service agreement between the custodian and user, to provide directions for disclosure or 
nondisclosure of digital assets to a third person”:

“A user may use an online tool to direct the custodian to disclose to a designated recipient or not to 
disclose some or all of the user’s digital assets, including the content of electronic communications. If the 
online tool allows the user to modify or delete a direction at all times, a direction regarding disclosure 
using an online tool overrides a contrary direction by the user in a will, trust, power of attorney, or other 
record.” RUFADAA § 4(a).
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RUFADAA—Online tool

• The user’s direction using an online tool overrides any contrary provision in a terms-of-service 
agreement (unless the user was required to act “affirmatively and distinctly” from the user’s assent 
to the terms-of-service agreement).

• It was hoped that this provision in RUFADAA would encourage the tech industry to provide 
online tools to users.

• Unfortunately, many major custodians of digital assets still do not provide online tools to users.
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RUFADAA—Online tool

30

• Yahoo does not provide any kind 
of online tool.



RUFADAA—Online tool

31

• Microsoft does not provide an online 
tool, but seems to permit someone with 
the user’s credentials to gain access to 
the user’s Microsoft services and 
accounts.



RUFADAA—Online tool

• A few major custodians of digital assets now provide online tools:
• Facebook
• Google
• Apple

• The most sophisticated online tools are Google’s Inactive Account Manager and Apple’s Legacy 
Contact. 
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RUFADAA—Online tool

33

• Facebook’s legacy contact service is 
also a relatively simple tool, but
provides limited powers (and only to 
another Facebook user).
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RUFADAA—Online tool
• Google’s Inactive Account Manager

is a relatively simple tool.

• It is accessible from the Data &
privacy tab on the main Google 
Account page.
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RUFADAA—Online tool

35

• Note that unauthorized activity on a deceased user’s account after the user’s death will be detected 
as activity and will postpone when Google considers the account to be inactive.

• Google’s Inactive Account Manager provides access if the user’s account is inactive for a certain 
period of time, so it would apply to both incapacity and death.



RUFADAA—Online tool
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RUFADAA—Online tool
• Apple released its Legacy Contact service as part of 

the iOS 15 update.

• This service allows a user to designate a legacy 
contact who will have access to the user’s digital assets 
stored on Apple’s iCloud service and on Apple 
devices.

• The service applies only when a user has died, not 
when incapacitated.

• The legacy contact must have been provided with an 
access key that is generated at the time the legacy 
contact is designated.

• The access key can be provided digitally or on a
printed document.
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RUFADAA—Online tool

• The legacy contact requests access to the user’s 
digital assets by providing Apple with the access key 
and a death certificate. The legacy contact is then 
provided a legacy contact Apple ID.

• With a legacy contact Apple ID, the legacy contact 
will have full access to the user’s iCloud account 
(including digital assets) and can restore an iCloud 
backup on an Apple device.

• The legacy contact will not have access to licensed 
media, in-app purchases, payment information, or 
saved passwords to third-party services and accounts.

• Access is limited to three years from the time the 
legacy contact’s request is approved.
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RUFADAA—Direction in document

• Second, RUFADAA provides that “if a user has not used an online tool to give direction … or if 
the custodian has not provided an online tool, the user may allow or prohibit in a will, trust, power 
of attorney, or other record disclosure to a fiduciary of some or all of the user’s digital assets, 
including the content of electronic communications sent or received by the user.”

• The user’s direction in a document overrides any contrary provision in a terms-of-service 
agreement that does not require the user to act “affirmatively and distinctly” from the user’s assent 
to the terms-of-service agreement.
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RUFADAA—No direction

• Finally, RUFADAA provides that if the user has not provided direction using an online tool or in a 
document, the terms-of-service agreement controls fiduciary access to the user’s digital assets.

• If the terms-of-service agreement does not address fiduciary access, the default rules in RUFADAA 
apply. 
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RUFADAA—Default rules of disclosure

• The default rules for disclosure address “content of electronic communications,” “catalogue of 
electronic communications”, and other digital assets.

• A fiduciary may not access the content of electronic communications (e.g., subject line and body 
of emails) without the consent of the user (if required by the custodian).

• A fiduciary may have access to the catalogue of electronic communications (e.g., sender and 
recipient and date/time of emails) and digital assets if necessary as part of the fiduciary’s duties.

For example, as part of administering a decedent’s estate, an executor may need the catalogue of 
electronic communications in order to locate certain assets or identify parties to a transaction. Or an 
executor may need access to an online document storage service in order to collect all of the decedent’s 
digital assets.
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RUFADAA—Disclosure to personal representative
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RUFADAA—Disclosure to personal representative
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RUFADAA—Disclosure

• The custodian may require a court order under RUFADAA § 7 or § 8 before it complies with a 
request for disclosure of digital assets of a decedent.

• The ACTEC Digital Assets Committee is working on a model petition and court order for 
requests for disclosure of digital assets, as well as an explanation of digital assets and RUFADAA for 
probate court judges.
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    IN THE PROBATE COURT OF FULTON COUNTY nag 8 fe Cry 
STATE OF GEORGIA PROB ATE COURT 

IN RE: ESTATE OF ) 

) - . 
YOLANDA KAY WASHINGTON,  ) — ESTATE NO.: 2020-2255 M0 it Ae 

) DECEASED. 

PETITION TO AUTHORIZE ADMINISTRATOR 

ACCESS THE CONTENT OF DECEASED’S DIGITAL ASSETS 

COMES NOW, RC Parker, as Administrator of the Estate of Yolanda Kay 

Washington, by and through his undersigned counsel, and moves this Honorable Court 

to enter an Order Authorizing the Administrator to Access the Content of the 

Deceased’s Digital Assets held by Apple and Google pursuant to O.C.G.A § 53-13-13. 

In support thereof Petitioner shows the Court as follows: 

1. 

RC Parker is father of the Deceased and the duly appointed Administrator of the 

Estate of Yolanda Kay Washington (see Letters of Administration issued April 8, 2021, 

attached hereto as Exhibit A.); 

2. 

As Administrator of said estate, Petitioner is the legal personal representative of 

the estate and his authorization constitutes “lawful consent”; 

3. 

Petitioner believes the Deceased’s Apple and Google accounts contain 

information regarding her tangible and financial assets which are currently 

undiscoverable by Petitioner; 
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4. 

Petitioner believes the Deceased used the name “Yolanda Washington,” Apple 

Id yparkerl@aol.com and cell phone number (404) 401-5773 to access her iPhone and 

iPad. He has no knowledge of the Deceased’s password(s); 

5. 

Petitioner has no other means of accessing the information; 

6. 

Petitioner believes accessing the digital assets and content of the Deceased’s 

Apple and Google accounts and any and all digital assets is necessary to fulfilling his 

fiduciary duty to inventory, collect and protect the assets of the Estate of Yolanda Kay 

Washington. 

WHEREFORE, Petitioner respectfully requests this Honorable Court enter an Order: 
a. to authorize RC Parker as Administrator to access the digital assets and 

content of Yolanda Kay Washington’s Apple and Google accounts and 
b. to order Apple and Google to assist in the provision of access to her 

information from her personal accounts. 

This the 25" day of June, 2021. 

ctfully Submitted,      

  

      Camellia A. Moore, M.Ed., J.D. 

Attorney for Petitioner 
Georgia Bar No. 518713 

The Moore-Manna Law Office, LLC 

P.O. Box 4094 

Atlanta, Georgia 30302 
(404) 530-3414 
facsimile (404) 855-4267 

mmlollc@aol.com 
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IN THE PROBATE COURT OF FULTON COUNTY 
STATE OF GEORGIA 

IN RE: ESTATE OF 

YOLANDA KAY WASHINGTON, ESTATE NO.: 2020-2255 
DECEASED. 

CERTIFICATE OF SERVICE 

The undersigned Attorney of record for the father in the above-styled matter does 

hereby certify that due and legal service, of the above and foregoing PETITION TO 

AUTHORIZE ADMINISTRATOR ACCESS THE CONTENT OF DECEASED’S 

DIGITAL ASSETS has been made by STATUTORY ELECTRONIC SERVICE 

addressed as follows: 

Nubiyn M. Mzekewe, Esq. 

Guardian ad Litem 
mzekewelegal@gmail.com 

This the 25" day of June, 2021. 

(4 poe A. Moore, M.Ed., J.D. 

ttorney for Petitioner 
Georgia Bar No. 518713 

The Moore-Manna Law Office, LLC 

P.O. Box 4094 
Atlanta, Georgia 30302 
(404) 530-3414 
facsimile (404) 855-4267 
mmilollc@aol.com 
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GEORGIA PROBATE COURT 
EXHIBIT A STANDARD FORM 

STATE OF GEORGIA 

COUNTY OF _FULTON ESTATE NO.PC-2020-002255 

LETTERS OF ADMINISTRATION 
\ ‘(inventory and Returns Required; Bond Required before Receiving Personal Property) 

  
By____ Kenya M. Johnson , Judge of the Probate Court of said County. 

WHEREAS, _ Yolanda Kay Washington died intestate (check one:) 

1 domiciled in this County; 

oO not domiciled in this State, but owning property in this County; 

and this Court granted an order appointing R.C. Parker _as Administrator(s) of the estate of said decedent, 

on condition that said Administrator(s) give bond and security and give oath as required by law; and the said 

Administrator(s) having complied with said conditions; the Court hereby grants unto said Administrator(s) 

full power to collect the assets of said decedent, and to pay the debts of said estate, so far as such assets will 

extend, according to law, and then to pay over the balance, if any, to the legal heirs of said decedent, and to do 

and perform all other duties as such Administrator(s), according to the laws of this State; PROVIDED, 

HOWEVER, THAT THE ADMINISTRATOR SHALL NOT COLLECT THE PERSONAL 

PROPERTY OF SAID DECEDENT UNTIL THE ADMINISTRATOR HAS POSTED BOND IN AN 

AMOUNT EQUAL TO THE VALUE OF THE PERSONAL PROPERTY TO BE COLLECTED 

INTO THE ESTATE. 

IN TESTIMONY WHEREOF, I have hereunto affixed my signature as Judge of the Probate Court 

of said County and the seal of this office this 8" day of April _, 2021 _. 

M. 
Kenya M. Jofinson 

Judge of tha Fulten County Probate Court 

NOTE: The following must be signed if the judge does 

not sign the original of this document: 

Issued by: . 

Clerk, Na Court 

Petition Granted: March 17, 2021 

Court Docketing Code AI1 
Recorded in Letters of Administration Book 75 Page 097 

(Seal) 

  

(SEE INSTRUCTIONS ON REVERSE SIDE) 

Effective 11/07 
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FILED IN OFFICE 

SEP 07 2021 pam 

PROBATE COURT OF FULTON COUNTY CLERK, PROBATE COURT 

STATE OF GEORGIA 

IN THE MATTER OF : ESTATE NO. PC-2020-2255 

YOLANDA KAY WASHINGTON, : RE: PETITION FOR AUTHORITY TO 
DECEASED : ACCESS AND TRANSFER APPLE 

: DIGITAL ASSETS 

ORDER 

Yolanda Kay Washington, (“Decedent”), died a resident of Fulton County, Georgia. This 

Court has jurisdiction over the administration of Decedent’s estate. On July 1, 2021, RC Parker 

(“Administrator”) filed a Petition for Authority to Access and Transfer Digital Assets. The Court 

has read and considered the Petition, the full record in this matter as well as the Electronic 

Communications Privacy Act, and finds as follows: 

Decedent died intestate and RC Parker was appointed as Administrator and received his 

Letters of Administration on April 8, 2021. The Administrator has full powers and authority to 

act under O.C.G.A. §53-12-261. Accordingly, the Administrator shall be considered the Agent of 

Decedent and his authorization shall constitute lawful consent as contemplated under the 

Electronic Communications Privacy Act. 

Upon information and belief the Decedent was the user of all accounts associated with her 

Apple ID (yparkerl @aol.com) and Google Account (yparkerl @aol.com). 

The Court further finds that it is in the best interest of the estate to allow such designation 

and access in order for the Administrator to fulfill his statutory duties under Georgia law. 

WHEREFORE IT IS ORDERED, that: 

(1) The Administrator is designated Agent for the Decedent. 

(2) The Administrator as Agent shall have access to Decedent’s account associated with 

her Apple ID and Google Account: yparkerl @aol.com. 

(3) The Administrator, as Agent, shall be allowed access to any and all Apple and Google 

accounts, including but not limited to those that may contain third party personally 

identifiable information or data, as well as photos, videos and other personal and family 
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ce: 

memorabilia and data maintained by and associated with Apple ID and Google 

Account: yparkerl @aol.com. 

(4) Apple, Inc. and Google, Inc. and its related entities shall take all steps necessary to 

facilitate access to such information by the Administrator as Agent for Decedent. 

This 7h day of September, 2021. 

Raha. otf 
BARBARA J. KOLL, 
Exercising the jurisdiction of the Judge of the 
Probate Court pursuant to O.C.G.A. §15-9-36(c) 

Camellia Moore, Esquire 

000000000900 
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FORM FOR PETITION AND COURT ORDER FOR DISCLOSURE OF DECEASED USER’S 
DIGITAL ASSETS (INCLUDING CONTENT OF ELECTRONIC COMMUNICATION) 

UNDER TEXAS REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT 
 
 

Provided courtesy of: 
 

Mickey R. Davis 
Davis & Willms, PLLC 

3555 Timmons Lane, Suite 1250 
Houston, TX 77027 
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NO. _____________ 

 
ESTATE OF §  IN PROBATE COURT NO. ___ 
 §   
[DECEDENT],  §  OF 
 §   
DECEASED §  __________ COUNTY, TEXAS 

 
APPLICATION TO COMPEL DISCLOSURE OF CONTENT OF DIGITAL ASSETS, 
INCLUDING CONTENT OF ELECTRONIC COMMUNICATIONS PURSUANT TO 

SECTIONS 351.106, 2001.101, AND 2001.102 OF THE TEXAS ESTATES CODE 
 

TO THE HONORABLE JUDGE OF SAID COURT: 
 
 [APPLICANT] ("Applicant") files this Application to Compel Disclosure of Content of 

Digital Assets, Including Content of Electronic Communications Pursuant to Sections 351.106, 

2001.101, and 2001.102 of the Texas Estates Code ("Application") and respectfully shows the 

Court the following: 

1. [DECEDENT] ("Decedent"), a domiciliary of [City], _________ County, Texas, 
died on [Date of death]. 
 

2. Applicant's Will dated [Date of Will] was admitted to probate in this Cause and 
Applicant was appointed as [Independent Executor] of Decedent's estate on [Date 
of appointment] and qualified in that capacity on [Date of qualification]. 

 
3. Decedent had accounts with the following institutions (collectively, the 

"Accounts"): [EXAMPLE: (i) Apple, all accounts related to Apple 
ID: DECEDENT1234@icloud.com, iPhone 12, International Mobile Equipment 
Identity No. 1234567891234, or Phone No. 555-555-1234, including but not 
limited to any iCloud account and iMessages; (ii) T-Mobile, all accounts related to 
Account No. 9876543211234 or Phone No. 555-555-1234, including but not 
limited to all call logs and SMS messages; (iii) Google, all accounts related to 
DECEDENT1234@gmail.com, including but not limited to the contents of any 
electronic correspondences; (iv) Facebook; (v) LinkedIn; and (vi) Instagram, 
username @DECEDENT1234]. 

 
4. With respect to each of the Accounts, disclosure of the content of electronic 

communications of the Decedent will not violate 18 U.S.C. Section 2701 et seq., 
47 U.S.C. Section 222, or other applicable law. 

 
5. Disclosure of the content of electronic communications of the Decedent with 

respect to each Account is reasonably necessary for administration of the estate. 
 



3 

WHEREFORE, PREMISES CONSIDERED, Applicant requests the Court to sign an order 

pursuant to Sections 351.106, 2001.101, and 2001.102 of the Texas Estates Code: 

1. Finding that Decedent had accounts with the following institutions: [EXAMPLE: 
(i) Apple, all accounts related to Apple ID: DECEDENT1234@icloud.com, iPhone 
12, International Mobile Equipment Identity No. 1234567891234, or Phone No. 
555-555-1234, including but not limited to any iCloud account and iMessages; (ii) 
T-Mobile, all accounts related to Account No. 9876543211234 or Phone No. 555-
555-1234, including but not limited to all call logs and SMS messages; (iii) Google, 
all accounts related to DECEDENT1234@gmail.com, including but not limited to 
the contents of any electronic correspondences; (iv) Facebook; (v) LinkedIn; and 
(vi) Instagram, username @DECEDENT1234]; 

2. Finding that that with respect to each of the Accounts, disclosure of the content of 
electronic communications of the Decedent will not violate 18 U.S.C. Section 2701 
et seq., 47 U.S.C. Section 222, or other applicable law;  

3. Finding that disclosure of the content of electronic communications of the Decedent 
with respect to each Account is reasonably necessary for administration of the 
estate; and 

3. Ordering that [Applicant] have the authority to take all appropriate action to access, 
take control of, copy or delete, read, continue or terminate, or otherwise deal with 
the Accounts, including the right to access and receive disclosure of both the 
catalog of electronic communications and the content of electronic communications 
as provided in Chapter 2001 of the Texas Estates Code; and 

4. Ordering the respective custodians of each of the Accounts to disclose to the 
Independent Administrator both the catalog of electronic communications and the 
content of electronic communications sent or received by the Decedent in 
accordance with Texas Estates Code Sections 2001.101 and 2001.102, including, 
without limitation, the authority to receive and use any and all user names or other 
forms of identification, passwords, access codes, or other information pertaining to 
or required to access the Accounts. 

Respectfully submitted, 
 

[FIRM] 
 

 
By _______________________________________ 

[Attorney] 
State Bar No.: ___________ 
[E-mail address] 
[Address] 
Telephone:  (___) ___-____ 
Telecopier:  (___) ___-____ 
 
ATTORNEY FOR APPLICANT 



   
NO. _____________ 

 
ESTATE OF §  IN PROBATE COURT NO. ___ 
 §   
[DECEDENT],  §  OF 
 §   
DECEASED §  __________ COUNTY, TEXAS 

 
ORDER GRANTING APPLICATION TO COMPEL DISCLOSURE OF CONTENT OF 
DIGITAL ASSETS, INCLUDING CONTENT OF ELECTRONIC COMMUNICATIONS 

PURSUANT TO SECTIONS 351.106, 2001.101, AND 2001.102  
OF THE TEXAS ESTATES CODE 

 
 On this day came on to be heard the Application to Compel Disclosure of Content of Digital 

Assets, Including Content of Electronic Communications Pursuant to Sections 351.106, 2001.101, 

and 2001.102 of the Texas Estates Code in the Estate of [DECEDENT], Deceased ("Decedent"), 

filed by [APPLICANT] as Applicant. 

 The Court heard the evidence and reviewed the documents filed herein and finds that the 

allegations contained in the application are true.   

 The Court further finds that Decedent had accounts with the following institutions 

(collectively, the "Accounts"): [EXAMPLE: (i) Apple, all accounts related to Apple 

ID: DECEDENT1234@icloud.com, iPhone 12, International Mobile Equipment Identity No. 

1234567891234, or Phone No. 555-555-1234, including but not limited to any iCloud account and 

iMessages; (ii) T-Mobile, all accounts related to Account No. 9876543211234 or Phone No. 555-

555-1234, including but not limited to all call logs and SMS messages; (iii) Google, all accounts 

related to DECEDENT1234@gmail.com, including but not limited to the contents of any 

electronic correspondences; (iv) Facebook; (v) LinkedIn; and (vi) Instagram, username 

@DECEDENT1234]; that with respect to each of the Accounts, disclosure of the content of 

electronic communications of the Decedent will not violate 18 U.S.C. Section 2701 et seq., 47 

U.S.C. Section 222, or other applicable law; and that disclosure of the content of electronic 

communications of the Decedent is reasonably necessary for administration of the estate. 

 It is ORDERED that [Applicant] have the authority to take all appropriate action to access, 

take control of, copy or delete, read, continue or terminate, or otherwise deal with the Accounts, 

including the right to access and receive disclosure of both the catalog of electronic 

communications and the content of electronic communications as provided in Chapter 2001 of the 

Texas Estates Code.  The respective custodians of each of the Accounts are hereby ORDERED to 

disclose to [Applicant] both the catalog of electronic communications and the content of electronic 



 

 

communications sent or received by the Decedent in accordance with Texas Estates Code Sections 

2001.101 and 2001.102.  The authority granted hereunder includes, without limitation, the 

authority to receive and use any and all user names or other forms of identification, passwords, 

access codes, or other information pertaining to or required to access the Accounts. 

 SIGNED this ______ day of ____________________, 20____. 

 
 
      __________________________________________ 
      JUDGE PRESIDING 
 
 
Submitted By: 
[Attorney] 
[Address] 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



RUFADAA—Disclosure

• Under RUFADAA § 6, the custodian has a choice of how to disclose digital assets:
• Grant a fiduciary or designated recipient full access to the user’s account
• Grant a fiduciary or designated recipient partial access to the user’s account sufficient to perform the 

tasks with which the fiduciary or designated recipient is charged
• Provide a fiduciary or designated recipient a copy in a record of any digital asset that, on the date the 

custodian received the request for disclosure, the user could have accessed if the user were alive and 
had full capacity and access to the account

• The custodian can charge an administrative fee for the disclosure.
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RUFADAA—Disclosure

• Google requires a court order in almost every instance of fiduciary access. If the Inactive Account 
Manager (online tool) has been used for only some Google products, a court order can still be 
obtained for other products. The fiduciary making the request must submit identification. The 
request cannot be overly broad and must specify the Google products and the range of dates for 
which disclosure is requested.

• Google provides the fiduciary with language for the court order that is acceptable to Google (and 
complies with RUFADAA). The proposed order should be sent to Google before it is submitted to 
the court. If Google approves the proposed order, it will not appear at a hearing on the order and 
will not object to the entry of the order. However, Google will move to vacate orders that it has not 
approved.

• A majority of requests to Google fail.

• Google does not provide the fiduciary with access to the user’s accounts, only with copies of the 
digital assets.
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RUFADAA—Disclosure

• Even before it offered Legacy Contact. 
Apple encouraged its users to plan for their 
digital assets stored on iCloud and Apple 
devices.

• Apple provides detailed instructions on its 
website for obtaining a court order for 
fiduciary access to digital assets.

• But note that not even Apple can unlock an 
Apple device locked by a passcode that is 
unknown to the fiduciary.
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Form for direction in will

• The ACTEC Digital Assets 
Committee has been working on 
form language for a will regarding 
directions for the disclosure of 
digital assets.
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Form for direction in will

• Our own form provision is simple:
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Disposition of digital assets
• In our form will, we provide for the disposition of “tangible personal property” (as a defined term) 

before the disposition of the residuary estate.

• Certain property is specifically treated as “tangible personal property,” including:
digital assets and goods, including all documents, digital audio, video, image, and text files, emails, digital books, non-
fungible tokens, and similar digital files stored on any electronic device, including any computer, peripheral device, 
storage device, camera, mobile telephone, and any similar electronic device, regardless of the ownership of the 
electronic device on which the digital asset or good is stored

• Certain property is specifically NOT treated as “tangible personal property,” which means they are 
disposed of with the residuary estate (like the testator’s other financial assets):

securities, bullion coins, circulating coins and banknotes, hardware cryptocurrency wallets, and any tangible evidence 
of ownership of intangible property

• Certain digital assets and goods are also specifically NOT treated as tangible personal property: 
cryptocurrency, digital currency, digital wallets, and electronic money and any non-fungible token or other digital asset 
that is evidence of ownership of or other rights in or to property that is not tangible personal property (or treated as 
tangible personal property)

50



FORM DEFINITION OF “TANGIBLE PERSONAL PROPERTY” IN WILL 
INCLUDING PROVISIONS RELATING TO DIGITAL ASSETS 

 

 



Direction in power of attorney

• Under RUFADAA § 9, a custodian 
shall disclose the content of electronic
communications to an agent “[t]o the
extent a power of attorney expressly 
grants an agent authority over the 
content of electronic communications 
sent or received by the principal.”

• The Uniform Power of Attorney Act 
(2006) was amended to provide for a 
new “hot power” that expressly grants 
this authority.
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Direction in power of attorney

• In our form power of attorney, we provide special instructions to assist the agent in complying with 
the requirement of RUFADAA § 9 and § 10 to provide certain information to the custodian 
regarding the authority to access the principal’s digital assets.
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Other practical issues

• RUFADAA does not apply to a digital asset of an employer used by an employee in the ordinary 
course of the employer’s business. RUFADAA § 3(c). Generally, clients should be advised not to 
conduct personal business using work email or to store personal digital assets on work storage 
services or devices.

• Minors without the capacity to make a will are limited in planning for their digital assets, which 
may have great sentimental or monetary value. (Note that in Georgia, high school students are old 
enough to make a will and provide direction under RUFADAA on the disclosure of their digital 
assets.)
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TYPES OF DIGITAL ASSETS

Personal email account(s)
Social media accounts (Facebook, Instagram,
YouTube, Twitter, etc.)
Cloud storage accounts (iCloud, Google Drive,
Dropbox, etc.)
Websites and Domain names that you own
Websites you own
Online bank and financial accounts (e.g., Venmo,
Paypal)
Cryptocurrency

Digital assets included in your estate plan:

Family Estate
Planning Guide

Tips for Managing Digital Assets 
of a Deceased or Disabled Person 

PLANNING FOR DIGITAL LEGACY

Identify a legacy account manager
Google - Inactive account manager,
Apple - Digital legacy contact,
Facebook - Memorialization.

Use a password manager app or
program.
Set up an emergency password kit for
your password manager app. 
Confirm beneficiaries have been
identified for bank accounts and online
assets.

Digital asset management should be part of
your estate plan.  

OPTIONS IF NO DIGITAL LEGACY

Request access permission from the
court:

Fiduciary Access to Digital Assets
Act (aka Revised Uniform Fiduciary
Access to Digital Assets Act or
RUFADAA). 

Hire a forensic computer expert to
unlock the computer and accounts. 

Back up the computer first!

If your loved one did not create a digital
legacy plan and is no longer able to, there
are other options:

Visit actec.org/estate-planning for more information.
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REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT (2015) 

PREFATORY NOTE 

The purpose of the Revised Fiduciary Access to Digital Assets Act (Revised UFADAA) 

is twofold. First, it gives fiduciaries the legal authority to manage digital assets and electronic 

communications in the same way they manage tangible assets and financial accounts, to the 

extent possible. Second, it gives custodians of digital assets and electronic communications legal 

authority to deal with the fiduciaries of their users, while respecting the user’s reasonable 

expectation of privacy for personal communications.  The general goal of the act is to facilitate 

fiduciary access and custodian disclosure while respecting the privacy and intent of the user.  It 

adheres to the traditional approach of trusts and estates law, which respects the intent of an 

account holder and promotes the fiduciary’s ability to administer the account holder’s property in 

accord with legally-binding fiduciary duties. The act removes barriers to a fiduciary’s access to 

electronic records and property and leaves unaffected other law, such as fiduciary, probate, trust, 

banking, investment securities, agency, and privacy law.  Existing law prohibits any fiduciary 

from violating fiduciary responsibilities by divulging or publicizing any information the 

fiduciary obtains while carrying out his or her fiduciary duties. 

 

Revised UFADAA addresses four different types of fiduciaries: personal representatives 

of decedents’ estates, conservators for protected persons, agents acting pursuant to a power of 

attorney, and trustees.  It distinguishes the authority of fiduciaries, which exercise authority 

subject to this act only on behalf of the user, from any other efforts to access the digital assets.  

Family members or friends may seek such access, but, unless they are fiduciaries, their efforts 

are subject to other laws and are not covered by this act. 

 

Digital assets are electronic records in which individuals have a right or interest.  As the 

number of digital assets held by the average person increases, questions surrounding the 

disposition of these assets upon the individual’s death or incapacity are becoming more common.   

These assets, ranging from online gaming items to photos, to digital music, to client lists, can 

have real economic or sentimental value.  Yet few laws exist on the rights of fiduciaries over 

digital assets.  Holders of digital assets may not consider the fate of their online presences once 

they are no longer able to manage their assets, and may not expressly provide for the disposition 

of their digital assets or electronic communications in the event of their death or incapacity.  

Even when they do, their instructions may come into conflict with custodians’ terms-of-service 

agreements.  Some Internet service providers have explicit policies on what will happen when an 

individual dies, while others do not, and even where these policies are included in the 

terms-of-service agreement, consumers may not be fully aware of the implications of these 

provisions in the event of death or incapacity or how courts might resolve a conflict between 

such policies and a will, trust instrument, or power of attorney. 

 

The situation regarding fiduciaries’ access to digital assets is less than clear, and is 

subject to federal and state privacy and computer “hacking” laws as well as state probate law.  A 

minority of states has enacted legislation on fiduciary access to digital assets, and numerous 

other states have considered, or are considering, legislation.  Existing legislation differs with 
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respect to the types of digital assets covered, the rights of the fiduciary, the category of fiduciary 

included, and whether the principal’s death or incapacity is covered.  A uniform approach among 

states will provide certainty and predictability for courts, users of Internet services, fiduciaries, 

and Internet service providers.  Revised UFADAA gives states precise, comprehensive, and 

easily accessible guidance on questions concerning fiduciaries’ ability to access the electronic 

records of a decedent, protected person, principal, or a trust.   

 

With regard to the general scope of the act, the act’s coverage is inherently limited by the 

definition of “digital assets.”  The act applies only to electronic records in which an individual 

has a property right or interest, which do not include the underlying asset or liability unless it is 

itself an electronic record. 

 

The act is divided into 21 sections.  Section 2 contains definitions of terms used 

throughout the act. 

 

Section 3 governs applicability, clarifying the scope of the act and the fiduciaries who 

have access to digital assets under Revised UFADAA, and carves out an exception for digital 

assets of an employer used by an employee during the ordinary course of business. 

 

Section 4 provides ways for users to direct the disposition or deletion of their digital 

assets at their death or incapacity, and establishes a priority system in case of conflicting 

instructions. 

 

Section 5 establishes that the terms-of-service governing an online account apply to 

fiduciaries as well as to users, and clarify that a fiduciary cannot take any action that the user 

could not have legally taken. 

 

Section 6 gives the custodians of digital assets a choice for disclosing those assets to 

fiduciaries.  A custodian may, but need not, comply with a request for access by allowing the 

fiduciary to reset the password and access the user’s account.  In many cases that will be the 

simplest method of compliance.  However, a custodian may also comply without giving access to 

a user’s account by simply giving a copy of all the user’s digital assets to the fiduciary.  That 

method may be preferred for a social media account when a fiduciary has no need for full access 

and control. 

 

Sections 7-14 establish the rights of personal representatives, conservators, agents acting 

pursuant to a power of attorney, and trustees.  Each of the fiduciaries is subject to different rules 

for the content of communications protected under federal privacy laws and for other types of 

digital assets.  Generally, a fiduciary will have access to a catalogue of the user’s 

communications, but not the content, unless the user consented to the disclosure of the content. 

 

Section 15 contains general provisions relating to the rights and responsibilities of the 

fiduciary.  Section 16 addresses compliance by custodians and grants immunity for any acts 

taken in order to comply with a fiduciary’s request under this act.  Sections 17-21 address 

miscellaneous topics, including retroactivity, the effective date of the act, and similar issues. 
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REVISED UNIFORM FIDUCIARY ACCESS TO DIGITAL ASSETS ACT (2015) 

 SECTION 1.  SHORT TITLE.  This [act] may be cited as the Revised Uniform 

Fiduciary Access to Digital Assets Act (2015). 

 SECTION 2.  DEFINITIONS.  In this [act]: 

(1) “Account” means an arrangement under a terms-of-service agreement in which a 

custodian carries, maintains, processes, receives, or stores a digital asset of the user or provides 

goods or services to the user. 

(2) “Agent” means an attorney-in-fact granted authority under a durable or nondurable 

power of attorney. 

(3) “Carries” means engages in the transmission of an electronic communication. 

(4) “Catalogue of electronic communications” means information that identifies each 

person with which a user has had an electronic communication, the time and date of the 

communication, and the electronic address of the person. 

(5) “[Conservator]” means a person appointed by a court to manage the estate of a living 

individual.  The term includes a limited [conservator]. 

(6) “Content of an electronic communication” means information concerning the 

substance or meaning of the communication which: 

(A) has been sent or received by a user; 

 (B) is in electronic storage by a custodian providing an electronic-communication 

service to the public or is carried or maintained by a custodian providing a remote-computing 

service to the public; and 

 (C) is not readily accessible to the public. 

(7) “Court” means the [insert name of court in this state having jurisdiction in matters 
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relating to the content of this act]. 

(8) “Custodian” means a person that carries, maintains, processes, receives, or stores a 

digital asset of a user. 

(9) “Designated recipient” means a person chosen by a user using an online tool to 

administer digital assets of the user. 

(10) “Digital asset” means an electronic record in which an individual has a right or 

interest.  The term does not include an underlying asset or liability unless the asset or liability is 

itself an electronic record. 

(11) “Electronic” means relating to technology having electrical, digital, magnetic, 

wireless, optical, electromagnetic, or similar capabilities. 

(12) “Electronic communication” has the meaning set forth in 18 U.S.C. 

Section 2510(12)[, as amended]. 

(13) “Electronic-communication service” means a custodian that provides to a user the 

ability to send or receive an electronic communication. 

(14) “Fiduciary” means an original, additional, or successor personal representative, 

[conservator], agent, or trustee. 

(15) “Information” means data, text, images, videos, sounds, codes, computer programs, 

software, databases, or the like. 

(16) “Online tool” means an electronic service provided by a custodian that allows the 

user, in an agreement distinct from the terms-of-service agreement between the custodian and 

user, to provide directions for disclosure or nondisclosure of digital assets to a third person. 

(17) “Person” means an individual, estate, business or nonprofit entity, public  
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corporation, government or governmental subdivision, agency, or instrumentality, or other legal 

entity. 

(18) “Personal representative” means an executor, administrator, special administrator, or 

person that performs substantially the same function under law of this state other than this [act]. 

(19) “Power of attorney” means a record that grants an agent authority to act in the place 

of a principal. 

(20) “Principal” means an individual who grants authority to an agent in a power of 

attorney. 

(21) “[Protected person]” means an individual for whom a [conservator] has been 

appointed.  The term includes an individual for whom an application for the appointment of a 

[conservator] is pending. 

(22) “Record” means information that is inscribed on a tangible medium or that is stored 

in an electronic or other medium and is retrievable in perceivable form. 

(23) “Remote-computing service” means a custodian that provides to a user computer-

processing services or the storage of digital assets by means of an electronic communications 

system, as defined in 18 U.S.C. Section 2510(14)[, as amended]. 

(24) “Terms-of-service agreement” means an agreement that controls the relationship 

between a user and a custodian. 

(25) “Trustee” means a fiduciary with legal title to property under an agreement or 

declaration that creates a beneficial interest in another.  The term includes a successor trustee. 

(26) “User” means a person that has an account with a custodian. 

(27) “Will” includes a codicil, testamentary instrument that only appoints an executor, 

and instrument that revokes or revises a testamentary instrument. 
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Legislative Note: In paragraphs (5) and (21), an enacting jurisdiction should replace the 

bracketed language with local terminology, if different.  Enacting jurisdictions should insert the 

appropriate court in paragraph (7) that would have jurisdiction over matters relating to this act.  

In jurisdictions in which the constitution, or other law, does not permit the phrase “as amended” 

when federal statutes are incorporated into state law, the phrase should be deleted in 

paragraphs (12) and (23). 

Comment 

Many of the definitions are based on those in the Uniform Probate Code: agent (UPC 

Section 1-201(1)), conservator (UPC Section 5-102(1)), court (UPC Section 1-201(8)), electronic 

(UPC Section 5B-102(3)), fiduciary (UPC Section 1-201(15)), person (UPC Section 5B-101(6)), 

personal representative (UPC Section 1-201(35)), power of attorney (UPC Section 5B-102(7)), 

principal (UPC Section 5B-102(9)), protected person (UPC Section 5-102(8)), record (UPC 

Section 1-201(41)), and will (UPC Section 1-201(57)).  The definition of “information” is based 

on that in the Uniform Electronic Transactions Act, Section 2, subsection (11).  Many of the 

other definitions are either drawn from federal law, as discussed below, or are new for this act. 

 

The definition of “account” is broadly worded to encompass any contractual arrangement 

subject to a terms-of-service agreement, but limited for the purpose of this act by the requirement 

that the custodian carry, maintain, process, receive, or store a digital asset of the user.   

 

The definition of “digital asset” expressly excludes underlying assets such as funds held 

in an online bank account.  Because records may exist in both electronic and non-electronic 

formats, this definition clarifies the scope of the act and the limitation on the type of records to 

which it applies.  The term includes types of electronic records currently in existence and yet to 

be invented.  It includes any type of electronically-stored information, such as: 1) information 

stored on a user’s computer and other digital devices; 2) content uploaded onto websites; and 

3) rights in digital property.  It also includes records that are either the catalogue or the content of 

an electronic communication.  See 18 U.S.C. Section 2702(a)(2); James D. Lamm, Christina L. 

Kunz, Damien A. Riehl and Peter John Rademacher, The Digital Death Conundrum: How 

Federal and State Laws Prevent Fiduciaries from Managing Digital Property, 68 U. Miami 

L. Rev. 385, 388 (2014) (available at: http://goo.gl/T9jX1d).   

 

The term “catalogue of electronic communications” is designed to cover log-type 

information about an electronic communication such as the email addresses of the sender and the 

recipient, and the date and time the communication was sent.   

 

The term “content of an electronic communication” is adapted from 18 U.S.C. 

Section 2510(8), which provides that content: “when used with respect to any wire, oral, or 

electronic communication, includes any information concerning the substance, purport, or 

meaning of that communication.”  The definition is designed to cover only content subject to the 

coverage of Section 2702 of the Electronic Communications Privacy Act (ECPA), 18 U.S.C. 

Section 2510 et seq.; it does not include content not subject to ECPA.  Consequently, the 

“content of an electronic communication”, as used later throughout Revised UFADAA, 

refers only to information in the body of an electronic message that is not readily accessible to 
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the public; if the information were readily accessible to the public, it would not be subject to the 

privacy protections of federal law under ECPA.  See S. Rep. No. 99-541, at 36 

(1986).  Example:  X uses a Twitter account to send a message. If the tweet is sent only to other 

people who have been granted access to X’s tweets, then it meets Revised UFADAA’s definition 

of “content of an electronic communication.”  But, if the tweet is completely public with no 

access restrictions, then it does not meet the act’s definition of “content of an electronic 

communication.”  ECPA does not apply to private e-mail service providers, such as employers 

and educational institutions.  See 18 U.S.C. Section 2702(a)(2); James D. Lamm, Christina L. 

Kunz, Damien A. Riehl and Peter John Rademacher, The Digital Death Conundrum: How 

Federal and State Laws Prevent Fiduciaries from Managing Digital Property, 68 U. Miami 

L. Rev. 385, 404 (2014) (available at: http://goo.gl/T9jX1d). 

 

A “user” is a person that has an account with a custodian, and includes a deceased 

individual that entered into the agreement while alive.  A fiduciary can be a user when the 

fiduciary opens the account. 

 

The definition of “carries” is drawn from federal law, 47 U.S.C. Section 1001(8). 

 

A “custodian” includes any entity that provides or stores electronic data for a user.   

 

The fiduciary’s access to a record defined as a “digital asset” does not mean the fiduciary 

owns the asset or may engage in transactions with the asset.  Consider, for example, a fiduciary’s 

legal rights with respect to funds in a bank account or securities held with a broker or other 

custodian, regardless of whether the bank, broker, or custodian has a brick-and-mortar presence.  

This act affects electronic records concerning the bank account or securities, but does not affect 

the authority to engage in transfers of title or other commercial transactions in the funds or 

securities, even though such transfers or other transactions might occur electronically.  Revised 

UFADAA only deals with the right of the fiduciary to access all relevant electronic 

communications and digital assets accessible through the online account.  An entity may not 

refuse to provide access to online records any more than the entity can refuse to provide the 

fiduciary with access to hard copy records. 

 

An “electronic communication” is a particular type of digital asset subject to the privacy 

protections of the Electronic Communications Privacy Act.  It includes email, text messages, 

instant messages, and any other electronic communication between private parties.  The 

definition of “electronic communication” is that set out in 18 U.S.C. Section 2510(12): 

“electronic communication” means any transfer of signs, signals, writing, images, sounds, data, 

or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, 

photoelectronic or photooptical system that affects interstate or foreign commerce, but does not 

include— 

(A) any wire or oral communication; 

(B) any communication made through a tone-only paging device; 

(C) any communication from a tracking device (as defined in section 3117 of this title); 

or 

(D) electronic funds transfer information stored by a financial institution in a 
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communications system used for the electronic storage and transfer of funds. 

 

The definition of “electronic-communication service” is drawn from 18 U.S.C. 

Section 2510(15): “any service which provides to users thereof the ability to send or receive wire 

or electronic communications.”  The definition of “remote-computing service” is adapted from 

18 U.S.C. Section 2711(2): “the provision to the public of computer storage or processing 

services by means of an electronic communications system.” The definition refers to 18 U.S.C. 

Section 2510(14), which defines an electronic communications system as: “any wire, radio, 

electromagnetic, photooptical or photoelectronic facilities for the transmission of wire or 

electronic communications, and any computer facilities or related electronic equipment for the 

electronic storage of such communications.” 

 

A “fiduciary” under this act occupies a status recognized by state law, and a fiduciary’s 

powers under this act are subject to the relevant limits established by other state laws. 

 

An “online tool” is a mechanism by which a user names an individual to manage the 

user’s digital assets after the occurrence of a future event, such as the user’s death or incapacity.  

The named individual is referred to as the “designated recipient” in the act to differentiate the 

person from a fiduciary.  A designated recipient may perform many of the same tasks as a 

fiduciary, but is not held to the same legal standard of conduct. 

 

The term “record” includes information available on both tangible and electronic media.  

Revised UFADAA applies only to electronic records. 

 

The “terms-of-service agreement” definition relies on the definition of “agreement” 

found in UCC Section 1-201(b)(3) (“the bargain of the parties in fact, as found in their language 

or inferred from other circumstances, including course of performance, course of dealing, or 

usage of trade”).  It refers to any agreement that controls the relationship between a user and a 

custodian, even though it might be called a terms-of-use agreement, a click-wrap agreement, a 

click-through license, or a similar term.  State and federal law determine capacity to enter into a 

binding terms-of-service agreement. 

 

 SECTION 3.  APPLICABILITY. 

(a) This [act] applies to: 

 (1) a fiduciary acting under a will or power of attorney executed before, on, or 

after [the effective date of this [act]]; 

 (2) a personal representative acting for a decedent who died before, on, or after 

[the effective date of this [act]]; 

 (3) a [conservatorship] proceeding commenced before, on, or after [the effective 
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date of this [act]]; and 

 (4) a trustee acting under a trust created before, on, or after [the effective date of 

this [act]]. 

 (b) This [act] applies to a custodian if the user resides in this state or resided in this state 

at the time of the user’s death. 

 (c) This [act] does not apply to a digital asset of an employer used by an employee in the 

ordinary course of the employer’s business. 

Legislative Note: In subsection (a)(3), an enacting jurisdiction should replace the bracketed 

language with local terminology, if different. 

Comment 

This act does not change the substantive rules of other laws, such as agency, banking, 

conservatorship, contract, copyright, criminal, fiduciary, privacy, probate, property, security, 

trust, or other applicable law except to vest fiduciaries with authority, according to the provisions 

of this act, to access or copy digital assets of a decedent, protected person, principal, settlor, or 

trustee. 

 

Subsection (a)(2) covers the situations in which a decedent dies intestate, so it falls 

outside of subsection (a)(1), as well as the situations in which a state’s procedures for small 

estates are used. 

 

Subsection (b) states that custodians are subject to the act if the custodian’s user was a 

resident of the enacting state. This includes out-of-state custodians, who must respond to 

requests for access in the same way that out-of-state banks or credit card companies must 

respond to requests from a fiduciary requesting access to a customer’s account. 

 

Subsection (c) clarifies that the act does not apply to a fiduciary’s access to an 

employer’s internal email system. 

 

Example 1—Fiduciary access to an employee e-mail account.  D dies, employed by 

Company Y.  Company Y has an internal e-mail communication system, available only to Y’s 

employees, and used by them in the ordinary course of Y’s business.  D’s personal 

representative, R, believes that D used Company Y’s e-mail system to effectuate some financial 

transactions that R cannot find through other means.  R requests access from Company Y to the 

e-mails. 

 

Company Y is not a custodian subject to the act.  Under Section 2(8), a custodian must 

carry, maintain or store a user’s digital assets.  A user, under Section 2(26) must have an 
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account, and an account, in turn, is defined under Section 2(1) as a contractual arrangement 

subject to a terms-of-service agreement.  Company Y, like most employers, did not enter into a 

terms-of-service agreement with D, so Y is not a custodian. 

 

Example 2—Employee of electronic-communication service provider.  D dies, employed 

by Company Y.  Company Y is an electronic-communication service provider.  Company Y has 

an internal e-mail communication system, available only to Y’s employees and used by them in 

the ordinary course of Y’s business.  D used the internal Company Y system.  When not at work, 

D also used an electronic-communication service system that Company Y provides to the public.  

D’s personal representative, R, believes that D used Company Y’s internal e-mail system as well 

as Company Y’s electronic-communication system available to the public to effectuate some 

financial transactions.  R seeks access to both communication systems. 

 

As is true in Example 1, Company Y is not a custodian subject to the act for purposes of 

the internal email system.  The situation is different with respect to R’s access to Company Y’s 

system that is available to the public.  Assuming that Company Y can disclose the 

communications under federal law and R meets the other requirements of this act, Company Y 

must disclose them to R. 

 

 SECTION 4.  USER DIRECTION FOR DISCLOSURE OF DIGITAL ASSETS. 

 (a) A user may use an online tool to direct the custodian to disclose to a designated 

recipient or not to disclose some or all of the user’s digital assets, including the content of 

electronic communications.  If the online tool allows the user to modify or delete a direction at 

all times, a direction regarding disclosure using an online tool overrides a contrary direction by 

the user in a will, trust, power of attorney, or other record. 

 (b) If a user has not used an online tool to give direction under subsection (a) or if the 

custodian has not provided an online tool, the user may allow or prohibit in a will, trust, power of 

attorney, or other record, disclosure to a fiduciary of some or all of the user’s digital assets, 

including the content of electronic communications sent or received by the user.   

 (c) A user’s direction under subsection (a) or (b) overrides a contrary provision in a 

terms-of-service agreement that does not require the user to act affirmatively and distinctly from 

the user’s assent to the terms of service. 



11 

 

Comment 

 

 This section addresses the relationship of online tools, other records documenting the 

user’s intent, and terms-of-service agreements.  In some instances, there may be a conflict 

between the directions provided by a user in an online tool that limits access by other parties to 

the user’s digital assets, and the user’s estate planning or other personal documents that purport 

to authorize access for specified persons in identified situations.  The act attempts to balance 

these interests by establishing a three-tier priority system for determining the user’s intent with 

respect to any digital asset.   

 

Subsection (a) gives top priority to a user’s wishes as expressed using an online tool.  If a 

custodian of digital assets allows the user to provide directions for handling those digital assets 

in case of the user’s death or incapacity, and the user does so, that provides the clearest possible 

indication of the user’s intent and is specifically limited to those particular digital assets. 

 

If the user does not give direction using an online tool, but makes provisions in an estate 

plan for the disposition of digital assets, subsection (b) gives legal effect to the user’s directions.  

The fiduciary charged with managing the user’s digital assets must provide a copy of the relevant 

document to the custodian when requesting access.  See Sections 7 through 14. 

 

If the user provides no other direction, the terms-of-service governing the account will 

apply.  If the terms-of-service do not address fiduciary access to digital assets, the default rules 

provided in this act will apply. 

 

SECTION 5.  TERMS-OF-SERVICE AGREEMENT. 

 (a) This [act] does not change or impair a right of a custodian or a user under a terms-of-

service agreement to access and use digital assets of the user.   

 (b) This [act] does not give a fiduciary or designated recipient any new or expanded 

rights other than those held by the user for whom, or for whose estate, the fiduciary or designated 

recipient acts or represents. 

 (c) A fiduciary’s or designated recipient’s access to digital assets may be modified or 

eliminated by a user, by federal law, or by a terms-of-service agreement if the user has not 

provided direction under Section 4.  

Comment 

This section clarifies that, to the extent that a custodian gives a fiduciary access to an 

account pursuant to Section 6, the account’s terms-of-service agreement applies equally to the 
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original user and to a fiduciary acting for the original user.  A fiduciary is subject to the same 

terms and conditions of the user’s agreement with the custodian.  This section does not require a 

custodian to permit a fiduciary to assume a user’s terms-of-service agreement if the custodian 

can otherwise comply with Section 6. 

 

 SECTION 6.  PROCEDURE FOR DISCLOSING DIGITAL ASSETS.   

(a) When disclosing digital assets of a user under this [act], the custodian may at its sole 

discretion: 

 (1) grant a fiduciary or designated recipient full access to the user’s account; 

 (2) grant a fiduciary or designated recipient partial access to the user’s account 

sufficient to perform the tasks with which the fiduciary or designated recipient is charged; or 

 (3) provide a fiduciary or designated recipient a copy in a record of any digital 

asset that, on the date the custodian received the request for disclosure, the user could have 

accessed if the user were alive and had full capacity and access to the account. 

(b) A custodian may assess a reasonable administrative charge for the cost of disclosing 

digital assets under this [act]. 

(c) A custodian need not disclose under this [act] a digital asset deleted by a user. 

(d) If a user directs or a fiduciary requests a custodian to disclose under this [act] some, 

but not all, of the user’s digital assets, the custodian need not disclose the assets if segregation of 

the assets would impose an undue burden on the custodian.  If the custodian believes the 

direction or request imposes an undue burden, the custodian or fiduciary may seek an order from 

the court to disclose: 

 (1) a subset limited by date of the user’s digital assets; 

 (2) all of the user’s digital assets to the fiduciary or designated recipient; 

 (3) none of the user’s digital assets; or 
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 (4) all of the user’s digital assets to the court for review in camera. 

Comment 

This section governs a custodian’s response to a request for disclosure of a user’s digital 

assets. 

Subsection (a) gives the custodian of digital assets a choice of methods for disclosing 

digital assets to an authorized fiduciary.  Each custodian has a different business model and may 

prefer one method over another. 

 

Subsection (b) allows a custodian to assess a reasonable administrative charge for the 

cost of disclosure.  This is intended to be analogous to the charge any business may assess for 

administrative tasks outside the ordinary course of its business to comply with a court order.   

 

Subsection (c) states that any digital asset deleted by the user need not be disclosed, even 

if recoverable by the custodian.  Deletion is assumed to be a good indication that the user did not 

intend for a fiduciary to have access. 

 

Subsection (d) addresses requests that are unduly burdensome because they require 

segregation of digital assets.  For example, a fiduciary’s request for disclosure of “any email 

pertaining to financial matters” would require a custodian to sort through the full list of emails 

and cull any irrelevant messages before disclosure.  If a custodian receives an unduly 

burdensome request of this sort, it may decline to disclose the digital assets, and either the 

fiduciary or custodian may seek guidance from a court. 

 

SECTION 7.  DISCLOSURE OF CONTENT OF ELECTRONIC 

COMMUNICATIONS OF DECEASED USER.  If a deceased user consented or a court 

directs disclosure of the contents of electronic communications of the user, the custodian shall 

disclose to the personal representative of the estate of the user the content of an electronic 

communication sent or received by the user if the representative gives the custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) a [certified] copy of the death certificate of the user; 

(3) a [certified] copy of [the letter of appointment of the representative or a small-estate 

affidavit or court order];  

(4) unless the user provided direction using an online tool, a copy of the user’s will, trust, 

power of attorney, or other record evidencing the user’s consent to disclosure of the content of 
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electronic communications; and 

(5) if requested by the custodian: 

 (A) a number, username, address, or other unique subscriber or account identifier 

assigned by the custodian to identify the user’s account; 

 (B) evidence linking the account to the user; or 

 (C) a finding by the court that: 

  (i) the user had a specific account with the custodian, identifiable by the 

information specified in subparagraph (A); 

  (ii) disclosure of the content of electronic communications of the user 

would not violate 18 U.S.C. Section 2701 et seq.[, as amended], 47 U.S.C. Section 222[, as 

amended], or other applicable law; 

  (iii) unless the user provided direction using an online tool, the user 

consented to disclosure of the content of electronic communications; or 

   (iv) disclosure of the content of electronic communications of the user is 

reasonably necessary for administration of the estate. 

Legislative Note: In jurisdictions that certify legal documents, the word “certified” should be 

included in paragraphs (2) and (3).  Other jurisdictions may substitute a word or phrase that 

conforms to the local practice for authentication.  Enacting jurisdictions should insert into 

paragraph (3) the local term given to a document that authorizes a personal representative to 

administer a decedent’s estate.  In jurisdictions in which the constitution, or other law, does not 

permit the phrase “as amended” when federal statutes are incorporated into state law, the 

phrase should be deleted in paragraph (5)(C)(ii). 

 

Comment 

The Electronic Communications Privacy Act (ECPA) distinguishes between the 

permissible disclosure of the “content” of an electronic communication, covered in 18 U.S.C. 

Section 2702(b), and of “a record or other information pertaining to a” subscriber or customer, 

covered in 18 U.S.C. Section 2702(c); see Matthew J. Tokson, The Content/Envelope Distinction 

in Internet Law, 50 Wm. & Mary L. Rev. 2105 (2009).  Section 7 concerns disclosure of content; 
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Section 8 covers disclosure of non-content and other digital assets of the user. 

 

Content-based material can, in turn, be divided into two types of communications: those 

received by the user and those sent.  Federal law, 18 U.S.C. Section 2702(b) permits a custodian 

to divulge the contents of a communication “(1) to an addressee or intended recipient of such 

communication or an agent of such addressee or intended recipient” or “(3) with the lawful 

consent of the originator or an addressee or intended recipient of such communication, or the 

subscriber in the case of remote computing service.” 

 

Consequently, when the user is the “addressee or intended recipient,” material can be 

disclosed either to that individual or to an agent for that person, 18 U.S.C. Section 2702(b)(1), 

and it can also be disclosed to third parties with the “lawful consent” of the addressee or intended 

recipient.  18 U.S.C. Section 2702(b)(3).  Material for which the user is the “originator” (or the 

“subscriber” to a remote computing service) can be disclosed to third parties only with the user’s 

“lawful consent.”  18 U.S.C. Section 2702(b)(3).  (Note that, when the user is the addressee or 

intended recipient, material can be disclosed under either (b)(1) or (b)(3), but that when the user 

is the originator, lawful consent is required under (b)(3).)  See the Comments concerning the 

definition of “content” after Section 2.  By contrast to content-based material, non-content 

material can be disclosed either with the lawful consent of the user or to any person (other than a 

governmental entity) even without lawful consent.  This information includes material about any 

communication sent, such as the addressee, sender, date/time, and other subscriber data, which 

this act defines as the “catalogue of electronic communications.”  (Further discussion of this 

issue and examples are set out in the Comments to Section 15, infra.) 

 

Therefore, Section 7 gives the personal representative access to digital assets if the user 

consented to disclosure or if a court orders disclosure.  To obtain access, the personal 

representative must provide the documentation specified by Section 7.  First, the personal 

representative must give the custodian a written request for disclosure, a copy of the death 

certificate, a document establishing the authority of the personal representative, and, in the 

absence of an online tool, a record evidencing the user’s consent to disclosure. When requesting 

disclosure, the fiduciary must write or email the custodian. The form of the request is limited, 

and does not, for example, include video, Tweet, instant message or other forms of 

communication. 

 

  Second, if the custodian requests, then the personal representative can be required to 

establish that the requested information is necessary for estate administration and the account is 

attributable to the decedent.  Different custodians may have different procedures.  Thus a 

custodian may request that the personal representative obtain a court order, and such an order 

must include findings that: 1) the user had a specific account with the custodian, 2) that 

disclosure of the content of  electronic communications of the user would not violate the SCA or 

other law, 3) unless the user provided direction using an online tool, that the user consented to 

disclosure of the content of electronic communications, or 4) that disclosure of the content of 

electronic communications of a user is reasonably necessary for administration of the estate. 
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SECTION 8. DISCLOSURE OF OTHER DIGITAL ASSETS OF DECEASED 

USER.  Unless the user prohibited disclosure of digital assets or the court directs otherwise, a 

custodian shall disclose to the personal representative of the estate of a deceased user a catalogue 

of electronic communications sent or received by the user and digital assets, other than the 

content of electronic communications, of the user, if the representative gives the custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) a [certified] copy of the death certificate of the user; 

(3) a [certified] copy of [the letter of appointment of the representative or a small-estate 

affidavit or court order]; and 

(4) if requested by the custodian:  

 (A) a number, username, address, or other unique subscriber or account identifier 

assigned by the custodian to identify the user’s account; 

 (B) evidence linking the account to the user; 

  (C) an affidavit stating that disclosure of the user’s digital assets is reasonably 

necessary for administration of the estate; or 

  (D) a finding by the court that: 

  (i) the user had a specific account with the custodian, identifiable by the 

information specified in subparagraph (A); or 

   (ii) disclosure of the user’s digital assets is reasonably necessary for 

administration of the estate. 

Legislative Note: In jurisdictions that certify legal documents, the word “certified” should be 

included in paragraphs (2) and (3).  Other jurisdictions may substitute a word or phrase that 

conforms to the local practice for authentication.  Enacting jurisdictions should insert into 

paragraph (3) the local term given to a document that authorizes a personal representative to 

administer a decedent’s estate. 
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Comment 

As in Section 7, when requesting disclosure of non-content, the fiduciary must write or 

email the custodian.  

Section 8 requires disclosure of all other digital assets, unless prohibited by the decedent 

or directed by the court, once the personal representative provides a written request, a death 

certificate and a certified copy of the letter of appointment.  In addition, the custodian may 

request a court order, and such an order must include findings that the decedent had a specific 

account with the custodian and that disclosure of the decedent’s digital assets is reasonably 

necessary for administration of the estate. Thus, Section 8 was intended to give personal 

representatives default access to the “catalogue” of electronic communications and other digital 

assets not protected by federal privacy law. 

 

 SECTION 9.  DISCLOSURE OF CONTENT OF ELECTRONIC 

COMMUNICATIONS OF PRINCIPAL.  To the extent a power of attorney expressly grants 

an agent authority over the content of electronic communications sent or received by the 

principal and unless directed otherwise by the principal or the court, a custodian shall disclose to 

the agent the content if the agent gives the custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) an original or copy of the power of attorney expressly granting the agent authority 

over the content of electronic communications of the principal; 

(3) a certification by the agent, under penalty of perjury, that the power of attorney is in 

effect; and 

 (4) if requested by the custodian: 

 (A) a number, username, address, or other unique subscriber or account identifier 

assigned by the custodian to identify the principal’s account; or 

 (B) evidence linking the account to the principal. 

Comment 

An agent has access to the content of electronic communications only when the power of 

attorney explicitly grants access. Section 10 concerns disclosure of other digital assets of the 

principal. 
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When a power of attorney contains the consent of the principal, ECPA does not prevent 

the agent from exercising authority over the content of an electronic communication.  See the 

Comments to Section 7.  There should be no question that an explicit delegation of authority in a 

power of attorney constitutes authorization from the user to access digital assets and provides 

“lawful consent” to allow disclosure of the content of an electronic communication from an 

electronic-communication service or a remote-computing service pursuant to applicable law.  

Both authorization and lawful consent are important because 18 U.S.C. Section 2701 deals with 

intentional access without authorization and 18 U.S.C. Section 2702 allows a service provider to 

disclose with lawful consent.  Federal courts have not yet interpreted how ECPA affects a 

fiduciary’s efforts to access the content of an electronic communication.  E.g., In re Facebook, 

Inc., 923 F. Supp. 2d 1204 (N.D. Cal. 2012). 

 

When requesting access, the agent must write or email the custodian (see the comments 

in Section 7). The agent must also give the custodian an original or copy of the power of attorney 

expressly granting the agent authority over the contents of electronic communications of the 

principal to the agent and a certification by the agent, under penalty of perjury, that the power of 

attorney is in effect. In addition, if requested by the custodian, the agent must provide a unique 

subscriber or account identifier assigned by the custodian to identify the principal’s account or 

other evidence linking the account to the principal. 

 

SECTION 10. DISCLOSURE OF OTHER DIGITAL ASSETS OF PRINCIPAL. 

Unless otherwise ordered by the court, directed by the principal, or provided by a power of 

attorney, a custodian shall disclose to an agent with specific authority over digital assets or 

general authority to act on behalf of a principal a catalogue of electronic communications sent or 

received by the principal and digital assets, other than the content of electronic communications, 

of the principal if the agent gives the custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) an original or a copy of the power of attorney that gives the agent specific authority 

over digital assets or general authority to act on behalf of the principal; 

(3) a certification by the agent, under penalty of perjury, that the power of attorney is in 

effect; and 

(4) if requested by the custodian: 

 (A) a number, username, address, or other unique subscriber or account identifier 
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assigned by the custodian to identify the principal’s account; or 

  (B) evidence linking the account to the principal.  

Comment 

This section establishes that the agent has default authority over all of the principal’s 

digital assets, other than the content of the principal’s electronic communications.   When 

requesting access, the agent must write or email the custodian (see the comments in Section 7).  

 

The agent must also give the custodian an original or copy of the power of attorney and a 

certification by the agent, under penalty of perjury, that the power of attorney is in effect.  Also, 

if requested by the custodian, the agent must provide a unique subscriber or account identifier 

assigned by the custodian to identify the principal’s account, or some evidence linking the 

account to the principal. 

 

 SECTION 11.  DISCLOSURE OF DIGITAL ASSETS HELD IN TRUST WHEN 

TRUSTEE IS ORIGINAL USER.  Unless otherwise ordered by the court or provided in a 

trust, a custodian shall disclose to a trustee that is an original user of an account any digital asset 

of the account held in trust, including a catalogue of electronic communications of the trustee 

and the content of electronic communications. 

Comment 

Section 11 provides that trustees who are original users can access all digital assets held 

in the trust.  There should be no question that a trustee who is the original user will have full 

access to all digital assets.  This includes the content of electronic communications, as access to 

content is presumed with respect to assets for which the trustee is the initial user.  A trustee may 

have title to digital assets when the trustee opens an account as trustee; under those 

circumstances, the trustee can access the content of each digital asset that is in an account for 

which the trustee is the original user, not necessarily each digital asset held in the trust. 

 

SECTION 12. DISCLOSURE OF CONTENTS OF ELECTRONIC 

COMMUNICATIONS HELD IN TRUST WHEN TRUSTEE NOT ORIGINAL USER.  

Unless otherwise ordered by the court, directed by the user, or provided in a trust, a custodian 

shall disclose to a trustee that is not an original user of an account the content of an electronic 

communication sent or received by an original or successor user and carried, maintained, 
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processed, received, or stored by the custodian in the account of the trust if the trustee gives the 

custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) a certified copy of the trust instrument[ or a certification of the trust under [cite 

trust-certification statute, such as Uniform Trust Code Section 1013]] that includes consent to 

disclosure of the content of electronic communications to the trustee; 

(3) a certification by the trustee, under penalty of perjury, that the trust exists and the 

trustee is a currently acting trustee of the trust; and 

(4) if requested by the custodian: 

(A) a number, username, address, or other unique subscriber or account identifier 

assigned by the custodian to identify the trust’s account; or 

(B) evidence linking the account to the trust.  

Comment 

For accounts that are transferred into a trust by the settlor or in another manner, a trustee 

is not the original user of the account, and the trustee’s authority is qualified.  Thus, Section 12, 

governing disclosure of content of electronic communications from those accounts, requires 

consent. 

 

Section 12 addresses situations involving an inter vivos transfer of a digital asset into a 

trust, a transfer into a testamentary trust, or a transfer via a pourover will or other governing 

instrument of a digital asset into a trust.  In those situations, a trustee becomes a successor user 

when the settlor transfers a digital asset into the trust.  There should be no question that the 

trustee with legal title to the digital asset was authorized by the settlor to access the digital assets 

so transferred, including both the catalogue and content of an electronic communication, and this 

provides “lawful consent” to allow disclosure of the content of an electronic communication 

from an electronic-communication service or a remote-computing service pursuant to applicable 

law.  See the Comments concerning the definitions of the “content of an electronic 

communication” after Section 2.  Nonetheless, Sections 12 and 13 distinguish between the 

catalogue and content of an electronic communication in case there are any questions about 

whether the form in which property transferred into a trust is held constitutes lawful consent.  

Both authorization and lawful consent are important because 18 U.S.C. Section 2701 deals with 

intentional access without authorization and because 18 U.S.C. Section 2702 allows a service 

provider to disclose with lawful consent. 
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The underlying trust documents and default trust law will supply the allocation of 

responsibilities between and among trustees.  When requesting access, the trustee must write or 

email the custodian (see comments to Section 7). The trustee must also give the custodian an 

original or copy of the trust that includes consent to disclosure of the content of electronic 

communications to the trustee and a certification by the trustee, under penalty of perjury, that the 

trust exists and that the trustee is a currently acting trustee of the trust. Also, if requested by the 

custodian, the trustee must provide a unique subscriber or account identifier assigned by the 

custodian to identify the trust’s account, or some evidence linking the account to the trust. 

 

SECTION 13. DISCLOSURE OF OTHER DIGITAL ASSETS HELD IN TRUST 

WHEN TRUSTEE NOT ORIGINAL USER.  Unless otherwise ordered by the court, directed 

by the user, or provided in a trust, a custodian shall disclose, to a trustee that is not an original 

user of an account, a catalogue of electronic communications sent or received by an original or 

successor user and stored, carried, or maintained by the custodian in an account of the trust and 

any digital assets, other than the content of electronic communications, in which the trust has a 

right or interest if the trustee gives the custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) a certified copy of the trust instrument[ or a certification of the trust under [cite 

trust-certification statute, such as Uniform Trust Code Section 1013]]; 

(3) a certification by the trustee, under penalty of perjury, that the trust exists and the 

trustee is a currently acting trustee of the trust; and 

(4) if requested by the custodian: 

(A) a number, username, address, or other unique subscriber or account identifier 

assigned by the custodian to identify the trust’s account; or 

(B) evidence linking the account to the trust. 

Comment 

Section 13 governs digital assets other than the contents of electronic communications, so 

it does not require the settlor’s consent.  
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When requesting access, the trustee must write or email the custodian (see Comments to 

Section 7). 

 

The trustee must also give the custodian an original or copy of the trust, and a 

certification by the trustee, under penalty of perjury, that the trust exists and that the trustee is a 

currently acting trustee of the trust. Also, if requested by the custodian, the trustee must provide 

a unique subscriber or account identifier assigned by the custodian to identify the trust’s account, 

or some evidence linking the account to the trust. 

 

 SECTION 14.  DISCLOSURE OF DIGITAL ASSETS TO [CONSERVATOR] OF 

[PROTECTED PERSON].   

(a) After an opportunity for a hearing under [state conservatorship law], the court may 

grant a [conservator] access to the digital assets of a [protected person]. 

(b) Unless otherwise ordered by the court or directed by the user, a custodian shall 

disclose to a [conservator] the catalogue of electronic communications sent or received by a 

[protected person] and any digital assets, other than the content of electronic communications, in 

which the [protected person] has a right or interest if the [conservator] gives the custodian: 

(1) a written request for disclosure in physical or electronic form; 

(2) a [certified] copy of the court order that gives the [conservator] authority over 

the digital assets of the [protected person]; and 

(3) if requested by the custodian: 

 (A) a number, username, address, or other unique subscriber or account 

identifier assigned by the custodian to identify the account of the [protected person]; or 

(B) evidence linking the account to the [protected person]. 

(c) A [conservator] with general authority to manage the assets of a [protected person] 

may request a custodian of the digital assets of the [protected person] to suspend or terminate an 

account of the [protected person] for good cause.  A request made under this section must be 
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accompanied by a [certified] copy of the court order giving the [conservator] authority over the 

protected person’s property. 

Legislative Note: Throughout this section, an enacting jurisdiction should replace the bracketed 

terms [conservator] and [protected person] with local terminology, if different.  In jurisdictions 

that certify legal documents, the word “certified” should be included in subsections (b) and 

(c).  Other jurisdictions may substitute a word or phrase that conforms to the local practice for 

authentication. 

 

Comment 

When a conservator is appointed to represent a protected person’s interests, the protected 

person may still retain some right to privacy in their personal communications. Therefore, 

Section 14 does not permit conservators to request disclosure of a protected person’s electronic 

communications on the basis of the conservatorship order alone.  To access a protected person’s 

digital assets and a catalogue of electronic communications, a conservator must be specifically 

authorized by the court to do so.  This requirement for express judicial authority over digital 

assets does not limit the fiduciary’s authority over the underlying assets, such as funds held in a 

bank account.  The meaning of the term “hearing” will vary from state to state according to state 

law and procedures. 

 

State law will establish the criteria for when a court will grant power to the conservator.  

For example, UPC Section 5-411(c) requires the court to consider the decision the protected 

person would have made as well as a list of other factors.  Existing state law may also set out the 

requisite standards for a conservator’s actions.  The conservator must exercise authority in the 

interests of the protected person.  When requesting access to digital assets in which the protected 

person has a right or interest, the conservator must write or email the custodian (see comments to 

Section 7).  

 

The conservator must also give the custodian a certified copy of the court order that gives 

the conservator authority over the protected person’s digital assets. Also, if requested by the 

custodian, the conservator must provide a unique subscriber or account identifier assigned by the 

custodian to identify the protected person’s account, or some evidence linking the account to the 

protected person. The custodian is required to disclose the digital assets so requested. 

 

Under subsection (c), a conservator with general authority to manage the assets of the 

protected person may request suspension or termination of the protected person’s account, for 

good cause. 

 

 SECTION 15.  FIDUCIARY DUTY AND AUTHORITY. 

(a) The legal duties imposed on a fiduciary charged with managing tangible property 

apply to the management of digital assets, including: 
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 (1) the duty of care; 

 (2) the duty of loyalty; and 

 (3) the duty of confidentiality. 

(b) A fiduciary’s or designated recipient’s authority with respect to a digital asset of a 

user: 

 (1) except as otherwise provided in Section 4, is subject to the applicable terms of 

service; 

(2) is subject to other applicable law, including copyright law; 

(3) in the case of a fiduciary, is limited by the scope of the fiduciary’s duties; and 

(4) may not be used to impersonate the user.  

(c) A fiduciary with authority over the property of a decedent, [protected person], 

principal, or settlor has the right to access any digital asset in which the decedent, [protected 

person], principal, or settlor had a right or interest and that is not held by a custodian or subject 

to a terms-of-service agreement. 

(d) A fiduciary acting within the scope of the fiduciary’s duties is an authorized user of 

the property of the decedent, [protected person], principal, or settlor for the purpose of applicable 

computer-fraud and unauthorized-computer-access laws, including [this state’s law on 

unauthorized computer access]. 

(e) A fiduciary with authority over the tangible, personal property of a decedent, 

[protected person], principal, or settlor: 

  (1) has the right to access the property and any digital asset stored in it; and 

  (2) is an authorized user for the purpose of computer-fraud and 

unauthorized-computer-access laws, including [this state’s law on unauthorized computer 
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access]. 

(f) A custodian may disclose information in an account to a fiduciary of the user when the 

information is required to terminate an account used to access digital assets licensed to the user. 

(g) A fiduciary of a user may request a custodian to terminate the user’s account.  A 

request for termination must be in writing, in either physical or electronic form, and 

accompanied by:  

  (1) if the user is deceased, a [certified] copy of the death certificate of the user; 

  (2) a [certified] copy of the [letter of appointment of the representative or a 

small-estate affidavit or court order,] court order, power of attorney, or trust giving the fiduciary 

authority over the account; and 

(3) if requested by the custodian: 

(A) a number, username, address, or other unique subscriber or account 

identifier assigned by the custodian to identify the user’s account; 

(B) evidence linking the account to the user; or 

   (C) a finding by the court that the user had a specific account with the 

custodian, identifiable by the information specified in subparagraph (A). 

Legislative Note: States with a computer trespass statute should cite to it in subsections (d) and 

(e), and may want to amend those statutes to be in accord with this act.  In jurisdictions that 

certify legal documents, the word “certified” should be included in subsection (g).  Other 

jurisdictions may substitute a word or phrase that conforms to the local practice for 

authentication. In subsections (c) and (e), an enacting jurisdiction should replace “protected 

person” with the local term for a person subject to a conservatorship, if different. 

Comment 

The original version of UFADAA incorporated fiduciary duties by reference to “other 

law.”  This proved to be confusing and led to enactment difficulty.  Section 15 specifies the 

nature, extent and limitation of the fiduciary’s authority over digital assets.  Subsection (a) 

expressly imposes all fiduciary duties to the management of digital assets, including the duties of 

care, loyalty and confidentiality.  Subsection (b) specifies that a fiduciary’s authority over digital 
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assets is subject to the terms-of-service agreement, except to the extent the terms-of-service 

agreement provision is overridden by an action taken pursuant to Section 4, and it reinforces the 

applicability of copyright and fiduciary duties.  Finally, subsection 15(b) prohibits a fiduciary’s 

authority being used to impersonate a user.  Subsection 15(c) permits the fiduciary to access all 

digital assets not in an account or subject to a terms-of-service agreement.  Subsection 15(d) 

further specifies that the fiduciary is an authorized user under any applicable law on 

unauthorized computer access.   

 

Subsection 15(g) gives the fiduciary the option of requesting that an account be 

terminated, if termination would not violate a fiduciary duty. 

 

This issue concerning the parameters of the fiduciary’s authority potentially arises in two 

situations: 1) the fiduciary obtains access to a password or the like directly from the user, as 

would be true in various circumstances such as for the trustee of an inter vivos trust or someone 

who has stored passwords in a written or electronic list and those passwords are then transmitted 

to the fiduciary; and 2) the fiduciary obtains access pursuant to this act. 

 

This section clarifies that the fiduciary has the same authority as the user if the user were 

the one exercising the authority (note that, where the user has died, this means that the fiduciary 

has the same access as the user had immediately before death).  This means that the fiduciary’s 

authority to access the digital asset is the same as the user except where, pursuant to Section 4, 

the user has explicitly opted out of fiduciary access.  In exercising its responsibilities, the 

fiduciary is subject to the duties and obligations established pursuant to state fiduciary law, and 

is liable for breach of those duties.  Note that even if the digital asset were illegally obtained by 

the user, the fiduciary would still need access in order to handle that asset appropriately.  There 

may, for example, be tax consequences that the fiduciary would be obligated to report. 

 

However, this section does not require a custodian to permit a fiduciary to assume a 

user’s terms-of-service agreement if the custodian can otherwise comply with Section 6. 

 

In exercising its responsibilities, the fiduciary is subject to the same limitations as the 

user more generally.  For example, a fiduciary cannot delete an account if this would be 

fraudulent.  Similarly, if the user could challenge provisions in a terms-of-service agreement, 

then the fiduciary is also able to do so.  See Ajemian v. Yahoo!, Inc., 987 N.E.2d 604 

(Mass. 2013). 

 

Subsection (b) is designed to establish that the fiduciary is authorized to obtain or access 

digital assets in accordance with other applicable laws.  The language mirrors that used in Title II 

of the Electronic Communications Privacy Act of 1986 (ECPA), also known as the Stored 

Communications Act, 18 U.S.C. Section 2701 et seq. (2006); see, e.g., Orin S. Kerr, A User’s 

Guide to the Stored Communications Act, and a Legislator’s Guide to Amending It, 72 Geo. 

Wash. L. Rev. 1208 (2004).  The subsection clarifies that state law treats the fiduciary as 

“authorized” under state laws criminalizing unauthorized access. 

 

State laws vary in their coverage but typically prohibit unauthorized computer access.  By 
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defining the fiduciary as an authorized user in subsection (d), the fiduciary has authorization 

under applicable law to access the digital assets under state computer trespass laws. 

 

Federal courts may look to these provisions to guide their interpretations of ECPA and 

the federal Computer Fraud and Abuse Act, but fiduciaries should understand that federal courts 

may not view such provisions as dispositive in determining whether access to a user’s account 

violated federal criminal law. 

 

Subsection (e) clarifies that the fiduciary is authorized to access digital assets stored on 

tangible personal property of the decedent, protected person, principal, or settlor, such as laptops, 

computers, smartphones or storage media, exempting fiduciaries from application for purposes 

of state or federal laws on unauthorized computer access.  For criminal law purposes, this 

clarifies that the fiduciary is authorized to access all of the user’s digital assets, whether held 

locally or remotely. 

 

Example 1—Access to digital assets by personal representative.  D dies with a will that is 

silent with respect to digital assets.  D has a bank account for which D received only electronic 

statements, D has stored photos in a cloud-based Internet account, and D has an e-mail account 

with a company that provides electronic-communication services to the public.  The personal 

representative of D’s estate needs access to the electronic bank account statements, the photo 

account, and e-mails. 

 

The personal representative of D’s estate has the authority to access D’s electronic 

banking statements and D’s photo account, which both fall under the act’s definition of a “digital 

asset.”  This means that, if these accounts are password-protected or otherwise unavailable to the 

personal representative, then the bank and the photo account service must give access to the 

personal representative when the request is made in accordance with Section 8.  If the 

terms-of-service agreement permits D to transfer the accounts electronically, then the personal 

representative of D’s estate can use that procedure for transfer as well. 

 

The personal representative of D’s estate is also able to request that the e-mail account 

service provider grant access to e-mails sent or received by D; ECPA permits the service 

provider to release the catalogue to the personal representative.  The service provider also must 

provide the personal representative access to the content of an electronic communication sent or 

received by D if the user has consented and the fiduciary submitted the information required 

under Section 7.  The bank may release the catalogue of electronic communications or content of 

an electronic communication for which it is the originator or the addressee because the bank is 

not subject to the ECPA. 

 

Example 2—Access to digital assets by agent.  X creates a power of attorney designating 

A as X’s agent.  The power of attorney expressly grants A authority over X’s digital assets, 

including the content of an electronic communication.  X has a bank account for which X 

receives only electronic statements, X has stored photos in a cloud-based Internet account, and X 

has a game character and in-game property associated with an online game.  X also has an e-mail 

account with a company that provides electronic-communication services to the public. 
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A has the authority to access X’s electronic bank statements, the photo account, the game 

character and in-game property associated with the online game, all of which fall under the act’s 

definition of a “digital asset.”  This means that, if these accounts are password-protected or 

otherwise unavailable to A as X’s agent, then the bank, the photo account service provider, and 

the online game service provider must give access to A when the request is made in accordance 

with Section 10.  If the terms-of-service agreement permits X to transfer the accounts 

electronically, then A as X’s agent can use that procedure for transfer as well. 

 

As X’s agent, A is also able to request that the e-mail account service provider grant 

access to e-mails sent or received by X; ECPA permits the service provider to release the 

catalogue.  The service provider also must provide A access to the content of an electronic 

communication sent or received by X if the fiduciary provides the information required under 

Section 9.  The bank may release the catalogue of electronic communications or content of an 

electronic communication for which it is the originator or the addressee because the bank is not 

subject to the ECPA. 

 

Example 3—Access to digital assets by trustee.  T is the trustee of a trust established by 

S.  As trustee of the trust, T opens a bank account for which T receives only electronic 

statements.  S transfers into the trust to T as trustee (in compliance with a terms-of-service 

agreement) a game character and in-game property associated with an online game and a 

cloud-based Internet account in which S has stored photos.  S also transfers to T as trustee (in 

compliance with the terms-of-service agreement) an e-mail account with a company that 

provides electronic-communication services to the public. 

 

T is an original user with respect to the bank account that T opened, and T has the ability 

to access the electronic banking statements under Section 11.  T, as successor user to S, may 

under Section 13 access the game character and in-game property associated with the online 

game and the photo account, which both fall under the act’s definition of a “digital asset.”  This 

means that, if these accounts are password-protected or otherwise unavailable to T as trustee, 

then the bank, the photo account service provider, and the online game service provider must 

give access to T when the request is made in accordance with the act.  If the terms-of-service 

agreement permits the user to transfer the accounts electronically, then T as trustee can use that 

procedure for transfer as well. 

 

T as successor user of the e-mail account for which S was previously the user is also able 

to request that the e-mail account service provider grant access to e-mails sent or received by S; 

and ECPA permits the service provider to release the catalogue.  The service provider also must 

provide T access to the content of an electronic communication sent or received by S if the 

fiduciary provides the information required under Section 12.  The bank may release the 

catalogue of electronic communications or content of an electronic communication for which it 

is the originator or the addressee because the bank is not subject to the ECPA. 

 

 SECTION 16.  CUSTODIAN COMPLIANCE AND IMMUNITY. 

(a) Not later than [60] days after receipt of the information required under Sections 7 
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through 15, a custodian shall comply with a request under this [act] from a fiduciary or 

designated recipient to disclose digital assets or terminate an account.  If the custodian fails to 

comply, the fiduciary or designated recipient may apply to the court for an order directing 

compliance. 

(b) An order under subsection (a) directing compliance must contain a finding that 

compliance is not in violation of 18 U.S.C. Section 2702[, as amended]. 

(c) A custodian may notify the user that a request for disclosure or to terminate an 

account was made under this [act]. 

(d) A custodian may deny a request under this [act] from a fiduciary or designated 

recipient for disclosure of digital assets or to terminate an account if the custodian is aware of 

any lawful access to the account following the receipt of the fiduciary’s request. 

(e) This [act] does not limit a custodian’s ability to obtain or require a fiduciary or 

designated recipient requesting disclosure or termination under this [act] to obtain a court order 

which: 

 (1) specifies that an account belongs to the [protected person] or principal;  

 (2) specifies that there is sufficient consent from the [protected person] or 

principal] to support the requested disclosure; and  

 (3) contains a finding required by law other than this [act]. 

(f) A custodian and its officers, employees, and agents are immune from liability for an 

act or omission done in good faith in compliance with this [act]. 
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Legislative Note: In jurisdictions in which the constitution, or other law, does not permit the 

phrase “as amended” when federal statutes are incorporated into state law, the phrase should 

be deleted in subsection (b).  In subsection (e), an enacting jurisdiction should replace the 

bracketed language with local terminology, if different. 

Comment 

This section establishes that custodians are protected from liability when they act in 

accordance with the procedures of this act and in good faith.  The types of actions covered 

include disclosure as well as transfer of copies.  The critical issue in conferring immunity is the 

source of the liability.  Direct liability is not subject to immunity; indirect liability is subject to 

immunity. 

 

Direct liability could only arise from noncompliance with a judicial order issued under 

sections 7 to 15.  Upon determination of a right of access under those sections, a court may issue 

an order to grant access under section 16.  Section 16(b) requires that an order directing 

compliance contain a finding that compliance is not in violation of 18 U.S.C. Section 2702. 

Noncompliance with that order would give rise to liability for contempt.  There is no immunity 

from this liability. 

 

Indirect liability could arise from granting a right of access under this act.  Access to a 

digital asset might invade the privacy or the harm the reputation of the decedent, protected 

person, principal, or settlor, it might harm the family or business of the decedent, protected 

person, principal, or settlor, and it might harm other persons.  The grantor of access to the digital 

asset is immune from liability arising out of any of these circumstances if the grantor acted in 

good faith to comply with this act.  If there is a judicial order under section 16, compliance with 

the order establishes good faith.  Absent a judicial order under section 16, good faith must be 

established by the grantor’s assessment of the requirements of this act.  

Further, Section 16 (e) allows the custodian to verify that the account belongs to the person 

represented by the fiduciary. 

 

 SECTION 17.  UNIFORMITY OF APPLICATION AND CONSTRUCTION.  In 

applying and construing this uniform act, consideration must be given to the need to promote 

uniformity of the law with respect to its subject matter among states that enact it. 

 SECTION 18.  RELATION TO ELECTRONIC SIGNATURES IN GLOBAL AND 

NATIONAL COMMERCE ACT.  This [act] modifies, limits, or supersedes the Electronic 

Signatures in Global and National Commerce Act, 15 U.S.C. Section 7001 et seq., but does not 

modify, limit, or supersede Section 101(c) of that act, 15 U.S.C. Section 7001(c), or authorize 

electronic delivery of any of the notices described in Section 103(b) of that act, 15 U.S.C. 
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Section 7003(b). 

 [SECTION 19.  SEVERABILITY.  If any provision of this [act] or its application to 

any person or circumstance is held invalid, the invalidity does not affect other provisions or 

applications of this [act] which can be given effect without the invalid provision or application, 

and to this end the provisions of this [act] are severable.] 

Legislative Note: Include this section only if the jurisdiction lacks a general severability statute 

or a decision by the highest court of the jurisdiction stating a general rule of severability. 

 

 SECTION 20.  REPEALS; CONFORMING AMENDMENTS. 

(a) …. 

(b) …. 

(c) …. 

 SECTION 21.  EFFECTIVE DATE.  This [act] takes effect …. 




